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Abstract. The introduction and use of new ICT-enabled means of managing citizen identity information in public service
environments may lead to fundamental changes of the informational foundations of citizen — government relationships. This
raises important theoretical and empirical questions about the impact and implications of emerging information age government
on the ‘social contract’ between the citizen and the State. To many scholars, it is clear that the introduction of ICT-enabled
forms of managing citizen identity information at least requires fundamental rethinking around substantial ‘contractual’ issues,
such as privacy and equity. Thus far however, there is little empirical evidence available of the changes happening to citizen -
government relationships.

In this contribution, scholarly thinking around the impact and implications of the use of new digital forms of citizen identity
management in public service environments is further explored. In particular, the development is explored of (wo seemingly
opposite scholarly perspectives thus far: a Surveillance State perspective and a Service State perspective. This scholarly thinking
is then confronted with empirical research findings. In so-doing, three substantive empirical research prajects, one from the
UK and two from New Zealand, are drawn upon. Two of these studies explored the management of citizen identity information
from the perspective of government agencies in their public service relationships with citizens, whilst the third study explored
the attitudes of citizens towards the management of personal information with and across government in the course of electronic
public service provision. Finally, a meta-analysis of the empirical research findings and conclusions on changes in citizen —
government relationships in the age of digital citizen identity is presented.

1. Introduction

Citizen identity information has become a critical underpinning of public service relationships between
the citizen and the State. Over the years, in order to manage access to and consumption of a large variety
of public services, governments have introduced generic categories of citizen identity information, such
as name, address or date of birth; more specific service-related categories of citizen identity information,
such as a National Health number, a student number or a Social Security Number; and officially recognised
citizen identification documents, such as a passport, driver’s licence or birth certificate. Usually, a separate
citizen ‘identity’ is constructed, managed and used for each of the service relationships the citizen has
with the public sector: for example, a citizen, simultaneously and in parallel, can have a health patient
identity, a student identity and a benefit claimant identity [34,37].

These longstanding informational foundations of citizen — government relationships are being further
extended as governments introduce new means of managing citizen identity information in public service
environments. Now, a citizen no longer needs to engage with government via face-to-face contact or
written communication, but instead can deal with public sector organisations purely on a ‘remote’ basis
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through, for example, Internet-based provision of a large variety of public services, electronic toll roads
or speed cameras, multifunctional smart cards for access to public services and buildings, electronic
voting and other forms of ICT-enabled democratic engagement, and SMS messages in times of natural
disasters. Moreover, these new informational exchanges between citizens and government are supported
by the processing, storing and archiving of digitised data sets on the citizen, and the creation of digital
public records.

These ICT-enabled developments in a wide range of public service environments raise important
empirical questions about the impact of emerging information age government on the ‘social contract’
between the citizen and the State: does this reorganisation of informational relationships between citizens
and government in public service arrangements lead to any fundamental changes in citizen — government
relationships and, with that, to changes in existing roles and responsibilities of the citizen and the State
in the management of citizen identity information? If so, what then are the implications of informational
changes in ICT-enabled public service relationships between government and citizens?

The informational capabilities of the citizen identity management technologies that are being in-
troduced in public service environments indicate the likelihood of fundamental changes happening to
citizen — government relationships. For instance, several scholars point towards substantial information
imbalances in relationships between the State and its citizens as a result of the introduction of these new
‘surveillance systems’ [41,50]. Some point out that the use of new citizen identity management systems
is leading to the *social sorting’ of citizens: to the processing of captured personal and demographic data
by government agencies in order to classify people, and determine who should be targeted for special
treatment, scrutiny, eligibility, or exclusion, for example [44]. Perceptions such as these suggest a sub-
stantial impact on citizen rights and other citizenship-related entitlements: on privacy, equity, security,
anonymity, or even on citizens’ trust in government, to take some examples {2,5,9,16]. Others however
indicate that the introduction of new citizen identity management systems will enable a new public
management mode] which includes more effective public service provision to citizens [18]. Taking into
account the needs of the citizen instead of those of government agencies, ICT-enabled holistic ways
of public service provision may lead to empowerment, rather than subordination, of the citizen in her
relationship with the State.

Thus far however, there is little empirical evidence available to support theoretical claims, such as
those mentioned above. At the same time it is clear that the introduction of ICT-enabled forms of citizen
identity information and citizen identification in public service environments at least requires fundamental
rethinking around the emergent and complex issues, such as privacy, trust, equity, and effectiveness. In
this contribution, scholarly thinking around emerging digital forms of citizen identity management in
public service environments, and their implications for citizen — government relationships, is further
explored. In particular, the development is explored of two seemingly opposite perspectives in scholarly
thinking thus far: a Surveillance State perspective and a Service State perspective. This scholarly
thinking is then confronted with empirical research findings. In so-doing, three substantive empirical
research projects, one from the UK and two from New Zealand, with which the author has been directly
involved, are drawn upon. The first two of these studies explore the collection, processing, storing, and
use of citizen identity information from the perspective of government agencies in their public service
relationships with citizens. The third of these studies was done in New Zealand and explored the attitudes
of citizens! towards the disclosure, sharing and management of personal information with and across
government in the course of electronic public service provision. Finally in this paper, a meta-analysis

“This citizenship notion includes individuals with New Zealand citizenship and those who are permanent resident,
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of the research findings and conclusions on changes in citizen — government relationships in the age of
digital identity is presented.

2. Emerging digital forms of citizen identity management in public service provision

_For decades, and in some cases more than a century, the ways and forms in which citizen identity
information have been collected and managed in public service environments in democratic countries,
have been largely unchanged [13,36,55,60]. Typically, the management of citizen identity information
in public service provision involves the need for the citizen to disclose personal details to government
by filling in a paper-based form, supporting that form with officially recognised citizen identification
documents, and submitting these paper-based documents to an official representing the service providing
organisation. Usually, this public official not only authenticates the citizen by verifying that the person
who submits the form is the same person referred to in the underlying identification documents, but
would also assess an individual’s identity information against generic public service criteria and paper-
based records held on that individual within the public service organisation in order to decide on service
eligibility. As a result, the assessments of paper-based forms of citizen identity information by the public
official are critical in allowing individuals access to public services [36,57].

Commonly in public service provision, each individual who can represent herself as an ‘authenticated’
and therefore legitimately acknowledged ‘citizen®’ is entitled to public service access. Moreover, all
individuals who can legitimately claim to be citizens of the State share the same rights and responsibilities
of citizenship in accordance with administrative principles of equity under ‘the rule of law’ and fair
treatment [19]. Furthermore, public service organisations have created their own files and registers for
managing citizen identity information related to a specific public service relationship. In addition, many
democratic countries have legislation in place to protect access to government-held records on a long
term. This legislative requirement forces public service agencies to create and maintain public records,
including citizen identity information, and to retain them for as long as required [33).

As a result, as each public service relationship between citizens and public service organisations
is supported by forms of citizen identification and identity management, the management of citizen
identity information across government usually involves a patchwork of different and often incompatible
approaches, means and systems [22]. Another aspect of more or less unchanged management of
citizen identity information in public service relationships is that government has the exclusive right
to issue and manage official citizen identification documents, such as the passport or birth certificate,
and specific service-related identity information, such as a National Health number or a Social Security
Number. Moreover, governments have the exclusive, democratic responsibility to preserve public
records, regardless of the format of these records [33].

However, with the introduction of new online public service channels there is an increasing awareness
that emerging ‘“identity issues’ in new citizen — government relationships need to be solved. Governments
are now entering new digitised public service relationships with individuals, in which they will need to
regain confidence on two different levels: the necessity to ‘know’ the individual with whom they are
exchanging public service-related information; and the necessity to ensure that the individual is indeed
entitled to receive that information [31]. Citizens too will need to gain trust that the new online public

%In some countries, such as New Zealand, permanent residents have more or less similar access to public services compared
to citizenship holders.



276 M. Lips / Rethinking citizen — government relationships in the age of digital identity: Insights from research

service environment is authentic, and that the personal information they provide to the public service
providing agency is secure and used in accordance with legislative requirements. As a result, around
these emerging identity issues in new citizen — government and other online relationships, a new area
of scholarly and practitioners’ thinking is being developed, also called ‘Identity Management’ (IDM).
Interestingly however, the large majority of scholarly ideas and perspectives that are being developed in
this IDM field are narrowly focused on the design and implementation of new digital IDM systems. This
implies that the ‘legacy’ systems, practices, arrangements and procedures of managing citizen identity
information in the physical world, including existing citizen — government relationships, usually are not
taken into consideration in the development of a citizen IDM perspective or approach. The consequence of
this predominantly technical focus on citizen IDM is that comprehensive thinking on the management of
citizen identity information in converged digital and physical public service environments, including the
wider implications for government, citizens and citizen — government relationships, is hardly available.
A good example of this narrow IDM perspective is the widespread assumption that a robust IDM system
is a critical enabler for the uptake of e-government services [53]. This assumption however does not take
into account the ‘robustness’ of other non-technical factors influencing the IDM-enabled e-government
service relationship with the citizen, such as the citizen’s trust in the public service providing agency, the
handling of digital citizen identity information by staff members in the back-office of the e-government
service relationship, or the sharing of digital citizen identity information across government agencies
and other organisations.

Commonly, (digital) IDM is understood and defined as “the set of rules, procedures, and technical
components that implement an organisation’s policy related to the establishment, use, and exchange
of digital identity information for the purpose of accessing services or resources” [10,53]. In general,
digital citizen IDM is expected to bring a wide range of possible benefits to government agencies,
including improved etficiency and effectiveness in public service provision; innovation and joined-up
service provision; enhanced privacy and security of citizen identity information; improved ciistomer
convenience and access to public services; and a step increase in the provision of e-government services
by enhancing trust and confidence in online interactions with citizens [37,53].A commonly used definition
of digital identification is the “association of information items or ‘identifiers’ with a particular human
being” [14]; digital authentication then is defined as “the process of checking an information claim or
assertion made by an individual about their identity, ensuring the person is the individual he or she claims
to be” [17,25]. Digital identification occurs when an entity compares the identifiers of an individual
with a set of identifiers that the entity has previously recorded, and finds a match between the two [27].
Generally, the following categories of digital identifiers are acknowledged [4,20,27]:

— Something you are — characteristics that are inherent or attached to an individual’s physical body,
e.g. DNA, fingerprints, voice or face recognition;

~ Something you do — characteristics that relate to the behaviour of an individual, e.g. click-behaviour
in a digital environment, attitudes in a specific social context;

— Something you know — the characteristic of having distinct knowledge, e.g. password, mother’s
maiden name or another shared secret;

~ Something you have — the characteristic of possessing a distinct item or ‘token’, e.g. smart card, an
RFID tag attached to your luggage, a software token like a digital certificate;

— Something you are assigned to — identifiers that are socially defined for that person, e.g. name,
address, title, date of birth, contact phone number, social security number.

These IDM-related definitions and categories of digital identifiers indicate that digital IDM takes place
on a different footing compared to paper-based and face-to-face forms of citizen identity management.
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Moreover, it becomes clear that the management of citizen identity information is dependent on the
public service context and relationship in which an individual shares her personal information with a
government agency [38,59]. Consequently, taking into consideration the convergence of digital and
physical world-related aspects of managing citizen identity information in emerging public service
environments, a broader and deeper understanding of the actual use of new ICT-enabled forms of citizen
IDM in citizen — government relationships is needed. In general, the introduction and use of digital
IDM in public service relationships with the citizen can potentially lead to the following informational
changes [12,37,47):

~ information can flow freely and in ways that are difficult to trace, compared to information in
paper-based transactions within the confines of a physical locale and relatively closed networks;

— information can be copied and stored at almost no expense;

— an increased merging of previously fragmented identity information on the citizen;

~ transactions become information dependent;

— transactional histories become more detailed and easily available to many;

~ trust depends on transactional history reports rather than on personal recognition; and

— an increased blurring of lines between public and private places makes citizen identity information
more publicly available.

These informational changes raise a number of new and complex challenges for citizen — government
relationships. For example, an important element of robust digital citizen IDM is the security of IDM
systems. The OECD [53] observe the following challenges for government in ensuring effective security
in digital IDM systems: user confidence of the availability, access, and reliability of digitised personal
information; user confidence of the processing and use of digitised personal information by those with
legitimate authority and purpose; minimisation of system disruption or corruption; the impact of the
technical architecture and design on information security and privacy; auditing of sensitive personal
data; and developing processes and procedures to address the possibility of data breaches. Vice versal
Lusoli etal. [42], point at the emerging challenge of how citizens can be held accountable for the accuracy
of their personal information provided in e-government service relationships. A further challenge is to
determine ownership of the collected identity information on the citizen, especially in integrated forms
of e-government service delivery, and, with that, to establish appropriate rights around access and use of
citizen identity information.

Another example is the need for effective public records management and the challenges emerging
from existing legislative requirements to apply recordkeeping principles equally to physical and digital
public records. Emerging challenges include issues around human fallibility (e.g. storage of typos in
public records; accidental deletion of public records); technological fallibility (e.g. system back-up
failures); the ease of altering digital records without leaving a trace; the storage of digitised information
without metadata; the focus on up-to-date digital data at the expense of historical data; long-term digital
storage and technological obsolescence; and the management of public records that only exist or are
fully functional within a specific electronic environment, i.e. without a paper equivalent [9,28,33,48].

3. Surveillance State versus Service State perspectives
Considering these informational changes and the complex challenges they generate for the management

of citizen identity information, it may not be surprising to observe that scholars point towards fundamental
changes happening to citizen — government relationships as a result of the introduction of new digitat
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forms of citizen IDM [36]. Interestingly however, there seem to be almost opposite views on the
direction and outcomes of these fundamental changes [58]. In general, two dominant perspectives are
emerging from the literature, which we have described elsewhere as a “Surveillance State perspective’
and a ‘Service State perspective’ [37]. These competing perspectives are further explained below.

3.1. A Surveillance State perspective.

Newly available ICTs, such as CCTV cameras, smart cards, satellites, RFID tags, Internet cookies,
email traffic, and mobile phones, offer unprecedented ways to gather and process digitised identity
information of individuals. As a result, several scholars take the view that these new digital IDM
systems are in fact ‘surveillance systems’: systems which not only collect and process citizen identity
information, but also monitor their behaviour. The outcome of government agencies using these new
‘informating’ capabilities is that the behaviour of citizens can be influenced on the basis of their identity
information. Or, as Murakami-Wood et al. [50] explain: “where we find purposeful, routine, systematic
and focused attention paid to personal details . .. we are looking at surveillance”.

Generally, surveillance is defined as any collection and processing of personal data, for the purposes of
influencing or managing those whose data have been garnered [45, p. 2]. For instance, personal and group
data captured by surveillance systems can be used to classify people and populations according to varying
criteria, to determine who should be targeted for special treatment, inspection, eligibility, inclusion
or exclusion, or access, for example [44,50]. Consequently, surveillance systems are discriminatory
technologies as they sieve and “socially sort” for the purpose of assessment, thus affecting people’s
life chances [44, p. 20]. ‘However, surveillance does not proliferate just because of the avazlabtlzty of
new IDM systems: the development of surveillance is determined by the use of these IDM means by
government or other organisations [45, p. 74].

The vast introduction of surveillance systems in our society has led scholars to point at the develop-
ment of a surveillance society, in which government uses these new digital systems for the collection
and processing of citizen identity information, with profound implications for democratic citizen rights
(e.g. [43,50,52]). For example, a study produced by the academic Surveillance Studies Network points
at developments in the UK, where individuals’ daily lives are enveloped by massive surveillance sys-
tems [50]. Another, more recent example is a report on Britain’s ‘Database State’: a survey of 46 central
databases across UK govermnment departments, that hold citizen identity information related to many
aspects of our lives, such as health, education, welfare, law enforcement and tax. The authors point
out that “many guestion the consequences of giving increasing numbers of civil servants daily access
to our personal information. .. The emphasis on data capture, form-filling, mechanical assessment and
profiling, damages professional responsibility and alienates the citizen from the state. Over two-thirds
of the population no longer trust the government with their personal data.” 13, p. 4]. Although the use
of digital IDM systems in citizen — government relationships can support government in its efforts to
modernise and rationalise and, with that, to enhance speed, control and coordination in handling individ-
uals’ requests to access public services, for example, it is expected that this can bring about substantial
information and power imbalances in citizen — government relationships (e.g. [3,41,45,50]).

Alternatively, academics concerned about these developments of surveillance and increased identifi-
cation of individuals perceive the use of digital citizen IDM systems based on principles of anonymity or
pseudonymity as a realistic scenario for government agencies (e.g. academic collaborations in Europe,
such as [15,20,24,56]). In their view, government could move away from this Surveillance State per-
spective and rebalance information relationships with citizens by incorporating privacy into the design
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of citizen IDM systems and providing individuals with control over the transmission of their identity
information [15,26,54]. Another alternative for government agencies to provide citizens with (more)
control over their identity information exchanges with government and, with that, to better protect citizen
identity information and enhance citizen trust, would be to increase transparency around the use of citizen
identity information [42,51].

3.2. Service State perspective

Many scholars point at a strong alignment between opportunities offered by new digital ways of
managing citizen identity information and a New Public Management (NPM) style of public service
reform, including public service innovation or transformation; customer-focused or personalised public
service provision; better coordinated public services; and integrated public service provision (e.g. [2,
6,8,11,21,29,38,39,46,49,581). In many countries, an increased sharing of citizen identity information
has been acknowledged as critically important to cross-government collaboration and the achievement
of more efficient and effective public service outcomes [2,7,30,35]. Based on these newly available
ICT-facilitated opportunities for managing citizen identity information Dunleavy et al. [18] perceive the
opportunity of a response to emerging public sector problems resulting from NPM reforms, with the
adoption of a new public management reform model of ‘Digital Era Governance’. This Digital Era
Governance Model can be characterized under the following three themes [18]:

— Reintegration: ICTs will put back together_many of the functions and expertise clusters that NPM
separated into single-function organizational units. Examples are the use of digital IDM systems to
facilitate joined-up government or to re-strengthen central processes in order to reduce duplication
across government;

— Needs-based holism: ICTs will simplify and change the entire relationship between agencies and
their clients, moving away from the NPM focus on business process management and towards a
citizen-focused or needs-based foundation for the organisation of public service provision. Examples
are IDM-enabled public service reorganisations around a single-client group or ‘ask-once’ processes
supported by re-using already collected citizen identity information; and

— Digitisation changes: electronic channels become the central feature of administrative and business
processes. Examples are new forms of automated processes where no human intervention is needed
in an administrative operation, such as electronic monitoring of customers (e.g. patients) or increasing
transparency and offering citizens to track and self-monitor the processing of their public service
applications.

Dunleavy et al. [18] point out that the introduction of new digital citizen IDM systems not only support
a transition to fully digital modes of operating for government agencies but also will bring about shifts
in societal information-handling norms and patterns. This then will lead to improved access to public
services, increased effectiveness of public service provision, and, with that, decreasing information
asymmetries between the citizen and the State.

These two emerging scholarly perspectives on the Surveillance State and the Service State, respectively,
are summarised in Fig. 1.

4. Empirical insights on managing citizen identity in citizen — government relationships

“That the individual shall have full protection in person and in property is a principle as old as the
common law; but it has been found necessary from time to time to define anew the exact nature and extent
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Surveillance State perspective | Service State perspective
Attribute Meaning Meaning

Fig. 1. Surveillance state vs. service state perspective. {Source: [37, p. 843]).

of such protection” [62]. In their seminal article Warren & Brandeis [62] make a case for the introduction
of a right to privacy under existing legislation, due to the invasion of the individual’s private life caused
by new and profound technologies at the time, namely instantaneous photographs and newspapers. Since
then, the necessity to regularly redefine the exact nature and extent of an individual’s privacy protection as
aresult of the introduction of new technologies in our society has not at all diminished in importance [9,
51]. Other new technologies, such as digital citizen JDM systems, have been introduced in public service
relationships with citizens, with, if we consider the two scholarly perspectives described above, a likely
fundamental impact and implications for citizen — government relationships.

So far however, these two perspectives of the Surveillance State on the one hand and the Service State
ont the other, are largely sustained by a priori reasoning about ICT-enabled informational changes rather
than by a clear empirically derived evidence base that casts light upon what is actually happening with
citizen identity information in emerging e-government service environments [37]. In general, there is not
much empirical in-depth knowledge available on the management of citizen identity information in these
new digital public service relations between citizens and government, and the implications, including
those in the area of privacy [51]. The knowledge on changing informational relationships we do have,
usually is collected via quantitative surveys which, subjectively and with a certain bias, tend to inquire
about the ‘concerns’ people have with regard to their privacy protection in a society that is changing as a
result of the introduction of new ICTs [9,51]. However, available empirical studies suggest a significant
discrepancy between individuals’ expressed concerns about their privacy and their actual behaviour in
online environments [61,23,51].

This empirical observation further raises the demand for empirical research into emerging ICT-enabled
citizen — government relationships. In this contribution, empirical insights from three substantial research
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projects are introduced as stated in section 1 of this paper. Together, these three research activities provide
empirical insights from both sides of public service relationships: from the perspective of government on
the one hand, and from a citizen perspective on the other. Although empirical data have been collected in
different countries and public service contexts, which sets limits towards generalisation of the findings,
these research findings can at least help us to identify and unpack to some extent the nature, direction
and implications of these emerging ICT-supported citizen-government relationships.

4.1. Empirical insights from a government perspective

In a UK-based empirical research project ‘Personal identification and identity management in new
modes of e-Government’ [40], the actual use of citizen IDM systems by government agencies in eight
case studies of e-Government service relationships with citizens were explored. The findings from this
research show that no particular perspective is dominant, but that attributes of both a Surveillance State
perspective and a Service State perspective are observable simultaneously and in parallel in these case
studies, albeit within the legal restrictions of UK data protection legislation and not violating a citizen’s
privacy rights therefore [58,37].

A multifunctional smart card application used by a UK local government to provide individuals
with various public services, including library services, public transport, leisure facilities’ access, and
services at secondary schools, provides a first example. The card makes use of the identity information
for promoting ‘good citizen behaviour’: for instance, a citizen can accrue loyalty points by choosing
healthy food options in the school canteen, or from class attendance data, or for using environmentally
friendly bins for rubbish collection. These loyalty points can be exchanged against products and services
offered by local retailers. The smart card is available on a voluntary basis and free-of-charge to those who
live, work or visit the borough. In accordance with UK data protection legislation, smartcard-supported
access to public service environments is enabled on the basis of an individual’s consent, and there is no
sharing of citizen identity information across public service domains or providers. Furthermore, senior
citizens entitled to concessionary travel service on local buses and pupils entitled to free school meals do
not need to load money on their card but can use it as a service entitlement card by presenting the card to
the official concerned in the same way as anybody else. Consequently, in this case study, we can observe
both Surveillance State attributes, such as monitoring, segmentation of service users, merging of citizen
identity information, and increased analysis, and Service State attributes, such as customer relationship
management, targeted public service provision, and improved access to public services.

Two further case examples in which both Surveillance State and Service State attributes can be
observed, are the use of Automatic Number Plate Recognition (ANPR) cameras in policing services and
an online provisional driver’s licence application service accessible through the UK Central Government’s
Direct.gov web portal. In the ANPR case study, number plate information collected with ANPR cameras
mounted in police cars, is matched against a large number of datasets from a variety of public and
private sector databases in an attempt to detect and reduce crimes and misdemeanours. Once a few hits
occur across the multiple databases, police officers make a professional judgement to pursue the vehicle.
The use of ANPR cameras in policing services has led to an increased effectiveness in public service
provision, with a fivefold increase in the arrest rate for the police force under study, and more equitable
public service provision as a result of using ICT-mediated empirical evidence instead of postulations
which may be a consequence of human prejudice (e.g. race, social class).

In the case of the online provisional driver’s licence application service, the applicant’s digital identity
information not only is matched with the database of the responsible government agency to explore
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eligibility on the basis of potential previous applications and driving disqualification information, but
also is transferred to a private sector information solutions provider to assess the applicant’s ‘digital
footprint’ across a number of public and private databases (e.g. banking databases, mail-order catalogue
databases), seeking assurance that the identity data are bona fide and generating a ‘trust’ score which
determines whether the application can be completed online. If the applicant fails the digital footprint
assessment, he or she will be instructed to complete the process via a face-to-face service channel.

These three case study examples not only demonstrate that citizen identity information has become a
critical element of new digital public service relationships, with public servants becoming increasingly
reliant upon digitised citizen identity information for service-related assessments and decision-making
instead of paper-based or face-to-face interaction for example, but also that citizen identification and
the management of citizen identity information no longer is an exclusive area for a single government
agency or even the public sector at large. Private sector organisations have become important actors in
this space, ranging from involvement in citizen authentication and the assessmentof public service access
on the basis of digital footprints across public and private sector databases, to the management of citizen
IDM infrastructure and citizen identity information stored in public sector databases. Moreover, research
findings of two other case studies from this same research project, namely the electronic monitoring of
youth offenders detained in their home environment and the use of mobile communications to provide
critical health services to individuals in the back of an ambulance, show that citizen IDM technologies
to a certain extent can replace human interaction in the service delivery chain.

Furthermore, research findings from the emergency services case study and a case study on the use
of a call centre for providing national health services to individuals demonstrate that public servants do
not always need to know generic citizen identity information, such as name, address, or date of birth,
to provide services to citizens. In these two case studies, only minimal personal information, such as
characteristics related to personal health, are needed to establish a service. This situation corresponds
with the scholarly response to Surveillance State-type developments in having privacy values ‘designed
into’ the management of citizen identity information.

These research findings of supporting a privacy-friendly approach to the sharing of citizen identity
information in public service provision resonate with a New Zealand-based research project ‘Improving
Information sharing for effective social outcomes’ [35]. In this research project, eight case studies of
cross-agency information sharing practice focused at providing ICT-supported integrated public services
to individuals with multiple complex needs, such as the unemployed, refugees, or prolific offenders, were
empirically explored. The findings from this study show that professionals share information related
to individual clients with colleagues from other organisations on a ‘need to know’ basis to ensure that
colleagues know enough to do their jobs effectively and safely. Commmonly, abstracted information is -
used to alert other professionals about the need to investigate a particular client. In general, professionals
are conscious about the need to protect citizen identity information but apply ‘common sense’ in cases
where that protection of an individual’s personal information might stand in the way of the protection
of professional, personal, or community safety. Consequently, although there are situations in which
professionals breach the privacy legislation on the basis of public safety considerations, from a citizen
rights’ perspective the sharing of citizen identity information under those circumstances is actually to
the advantage of the individual. Or, as a research participant pointed out: “if I break the law I do it for
the right reasons”.

Moreover, in accordance with New Zealand privacy legislation, all case study organisations have
clear, documented processes whereby individuals consent to particular sets of their identity information
being shared with other professionals and across public sector agencies. However, the consent forms
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used across the initiatives under study vary in detail and depth. For example, in a case study looking
at electronically monitored bail of individuals awaiting their trial in court, applicants to this EMBail
initiative need to sign a consent form that enable New Zealand police assessors access to a wide range
of citizen identity information related to the individual’s offending history, family and daily living
circumstances, and social service needs, and to share that identity information with other officials from
various agencies. In this particular case, a citizen who wants to participate in this initiative only can do
so by signing away her right to privacy protection.

Furthermore, the research findings show that, across the various cross-agency collaborative initiatives,
each agency has its own information storing processes including secured databases containing citizen
identity information pertinent to their own mandate and with information access restricted to agency
personnel only. This not only leads to a situation in which each agency has fragmented identity
information on an individual, but also that officials use manual ‘work-around’ techniques to compensate

fortiTis Testricted access regime or the Jack of interoperability between information systems belonging
to different agencies. These manual ‘work-around’ techniques involve the duplication of citizen identity
information, the duplication of data entry processes, and the distribution of emails with sensitive citizen
identity information in attachments across the agencies involved. Consequently, although the privacy
rights of individuals may be protected by an IDM approach of agency-based databases and restricted
access to those databases, it is clear that the security of citizen identity information is at risk in these
cases. For instance, human errors in (duplicated) data entry processes or the relatively easy access
of unauthorised people to email attachments with citizen identity information may have fundamental
implications for citizen — government relationships.

4.2. Empirical insights from a citizen perspective

In arecently completed New Zealand-based research project ‘Public attitudes to the sharing of personal
information in the course of online public service provision’ [32], the attitudes of 63 members of the
general public towards the disclosure, collection, management, and sharing of citizen identity information
in the front-office and, to a certain integrated extent, back-offices of public bodies were explored in ten
intensive focus group meetings. The research findings show that the majority of participants have a
benign view of the sharing of citizen identity information with and across the New Zealand public sector.
Generally, the participants in this study have a high trust in the New Zealand government and its agencies,
and believe that they are working in the best interests of citizens. Exceptions however could be found
among participants with a high dependency on social services; Maori®; Pasifika®; and self-employed
participants.

These exceptions show that context and culture are determining factors for peoples’ attitudes towards
the sharing of identity information with and across government agencies. For instance, high service
dependent participants and those who are self-employed perceive all identity information as private
information, and only want to share identity information with government reluctantly and if they have to,
as government agencies “are not working for them”. Furthermore, high service dependent participants
see clear negative power imbalances and information asymmetries between themselves and public sector
agencies. These negative feelings of distrust and powerlessness towards public sector agencies were
also present among Maori and Pasifika participants with some subtle differences: for instance, whereas

®Indigenous people of New Zealand
*People from the Pacific islands
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Maori particularly are negative about the integrity and Maori language use of individual public service
staff members, Pasifika people find dealing with government agencies difficult and feel demeaned by the
process.

In general, the research population turned out to be ‘privacy pragmatists’ (cf. [1]): individuals who
are prepared to disclose their identity information to government agencies in return for enhancements of
public service provision or other personal or collective benefits. However, the research participants were
not indifferent about their privacy, and clearly pointed at the need for public service agencies “to play
privacy by the rules” by using collected identity information only for the intended purpose and asking
clients for consent.

Moreover, transparency about the use of citizen identity information by government agencies was
generally absent amongst the research participants. Participants provide their identity information to
public sector agencies in order to obtain the service, but they usually do not understand how their
identity information will be processed or used; why they need to fill in multiple forms with the same
identity information; how and to what length their identity information will be stored or kept; and who
will have access to their identity information, for example. Furthermore, participants showed limited
knowledge about the sharing, or non-sharing, of identity information between government agencies and
with other organisations. An area of concern to a number ofitesearch participants was the accuracy of
identity information stored and processed by government agencies, and particularly identity information
used for categorising clients and determining eligibility for services. Several research participants noted
problems with incompetent frontline staff members making mistakes with the handlin g and processing of
citizen identity information. This lack of transparency and perceived administrative incompetence made
participants feel uncomfortable about the sharing of identity information with and across government,
and wanting to have more control over the identity information they provide to public sector agencies.
This particular response was stronger among those participants who are more distrustful of government
agencies, such as high service dependent, Pasifika, Miori, and self-employed participants.

A tension in participants’ perspectives could be observed in discussing the advantages and disadvan-
tages of cross-agency information sharing at a collective level of interest, and at a personal level of
interest. From a collective interest point of view, the majority of participants saw clear benefits of cross-
agency information sharing, such as increased effectiveness in public service provision to individuals
and a fair allocation of taxpayer funded services, and were permissive therefore. Several participants
also pointed at advantages of cross-agency information sharing at a personal level, such as simple and
convenient public services, fair public service provision for those who play the game in accordance with
the rules, and efficient public service provision, However, where participants perceived disadvantages
of cross-agency information sharing at a personal level of interest, they tended to be more protective of
their identity information and pointed at the requirement for privacy protection. For instance, vulnerable
individuals, particularly those highly dependent on social services, tended to regard identity information
that could be used against them, or identity information that might lead to a misjudgement in public
service provision, as private information. Other high users of social services, such as senior citizens,
believed that they are asked too much private information and felt they do not have any choice about
providing the requested identity information as they need the service. Furthermore, participants gen-
erally felt uncomfortable in disclosing identity information to government agencies with an eligibility
monitoring function and/or powers to force compliance.

Several participants were concerned that frontline staff members are not asking for the relevant identity
information in order to provide the right service to them. Furthermore, participants expressed difficulties
in finding and joining up the bits of public service information that are relevant to them. Research
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Attribute Fair State Perspective Meaning

- . Increased processing aid rationing of piblic service
- chients;increased efficiercy and equitable erforcement .

Fig. 2. Fair State perspective. (Source: [32, p. 102]).

participants expertenced limitations of standardised form filling and a lack of relevant and integrated
public service information in accessing public services online. For some, the lack of provision for adding
relevant identity information to their specific case in an online form is the reason they prefer to speak to
a staff member, rather than using the e-channel for public service consumption.

Most of the research participants showed that they valued attributes belonging to a Service State
perspective in their attitudes towards cross-agency information sharing, such as better public service
provision and increased service effectiveness; only some of them showed concerns associated with a
Surveillance State perspective, such as increased information asymmetries, eroded trust, social sorting
and “putting people in the wrong [bureaucratic] box”. Although research participants generally supported
cross-agency information sharing for the achievement of a Service State perspective, they did not see
specific attributes of a Service State perspective, such as reduced duplication, holistic needs-based
service provision and improved access to public services, in the public service relationships they have
experienced thus far. Instead, research participants referred to attributes which neither belong to a
Service State perspective nor a Surveillance State perspective. The attributes they put forward seem to
constitute an alternative scenario of a Fair State perspective: a perspective of government using new
ICT-enabled forms of citizen IDM to deliver fair and efficient modernised public services to its citizens in
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an equal way, in accordance with collectively determined rules and interests. More specifically, attributes
emerging under this Fair State perspective are more efficient public management systems and value for
money for the taxpayer; more efficient and equitable enforcement; more fairness in public service use;
improved decision making by government agencies; improved administration and management of public
records; reduction in information asymmetries; and equality under the Law. A summary of this Fair
State perspective is provided in Fig. 2.

5. Rethinking citizen — government relationships in the digital age

Citizen identity information has become a critical element of ICT-enabled public service relationships
between governments and citizens. The empirical insights provided above show that, not only have public
servants become reliant upon digital citizen identity information for public service-related assessments
and decision-making, but also citizens are aware of the strong ‘currency’ of their identity information
in reciprocal public service relationships across varying public service environments. Moreover, as
a result of the use of digital citizen identity information in public service environments, citizen —
government relationships are changing profoundly and in varied ways: for example, digital citizen
identity information is used by governments to support those citizens who are ‘loyal’ to the collective
interests of the State by rewarding good citizen behaviour; to distribute public service entitlements in a
more equitable, anonymous way; to strongly increase public service effectiveness and make unprejudiced,
evidence-based public service assessments; and to generate trust scores on citizens to determine who is
trustworthy enough to be offered full access to e-government services.

Consequently, the fundamental changes in citizen — government relationships that are happening as
a result of the use of digital IDM systems in public service provision have different directions and
therefore lead to varying outcomes: both increasing and decreasing information asymmetries between
the State and the citizen are observable, even in cases where the same citizen IDM technology is
used by government within a particular public service context. Similarly, from a citizen perspective,
power balance perceptions related to the management of citizen identity information in public service
provision can be fundamentally different for various groups of citizens. Moreover, there is no clear
perspective on the role of the State in the use of digital citizen IDM emerging from the research
findings: attributes of the three perspectives identified in this contribution, namely the Surveillance
State, Service State and Fair State perspectives, can be observed simultaneously and in parallel across
the three empirical research projects. For example, in some case study examples, by allowing the
Surveillance State to operate Service State-type and/or Fair State-type outcomes can be achieved, such
as increased effectiveness in public service provision, improved access to public services, and more
evidence-based and equitable public service provision. Another example derives from the different Fair
State and Surveillance State perspectives on cross-agency information sharing where vulnerable citizens
simultaneously have both a collective level of interest and a personal level of interest, respectively.
These research findings demonstrate the importance of considering the specific public service context
and public service relationship with the citizen as determining factors in developing attitudes towards
and perspectives on digital citizen IDM in emerging public service environments.

At the same time however, the management of digital citizen identity information no longer is the
exclusive responsibility of the State. Although largely hidden to members of the general public, private
sector organisations have become important players in the management of digital citizen IDM. This
observation raises important accountability and transparency issues, including issues regarding access to
citizen identity information.
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Furthermore, the research findings show that informational changes in citizen — government rela-
tionships are, with some exceptions, in accordance with data protection legislation. From a citizen
perspective, although the general expectation is for government (o ‘play privacy by the rules’, citizens
are in fact willing to disclose (more) identity information to government in return for better public
service provision or other benefits. From a government perspective, it is interesting to observe that in
some public service environments, such as health and emergency services, there is awareness that only
minimal citizen identity information is needed in order to provide services, leading to defauit “privacy
by design’ management of citizen identity information. In those situations where professionals breach
data protection legislation, the individual customer can in fact be better off. However, an important issue
emerges in situations where public service provision is happening in accordance with the legislation,
but citizens are forced to disclose (a wide range of) their identity information if they want to access that
particular service.

Other fundamental issues emerging from using digital citizen IDM in citizen — government relationships
are the security and accuracy of the identity information government holds on the citizen, especially
the risks caused by human errors or interventions. These information security and accuracy risks can
have fundamental implications for power balances between the State and the citizen and, with that,
for citizen rights and citizenship-related public service entitlements. To citizens, also a reverse identity
information issuc can be an important part of information asymmetries in new ICT-enabled public service
relationships, for instance when officials do not ask the citizen for the relevant identity information in
order to provide the right service to that particular individual.

Generally, in the age of digital citizen identity, information, the *social contract’ between the citizen and
the State is becoming more and more fluid, with fundamental changes happening in citizen — government
relationships. From different perspectives — perspectives from scholars, government, and citizens, for
example -, the direction and implications of these changes vary substantially however, thus demanding
for more empirical research within varying public service contexts. Moreover, the informational changes
happening to citizen — government relationships as a result of using digital citizen IDM are largely
hidden, unknown or ambiguous to members of the general public. Consequently, in order to see these
changes and explore the issues and implications in a public debate for instance a comprehensive view,
rather than a narrow technical one, on the management of digital citizen identity information in public
service environments is an important requirement. Furthermore, governments will need to offer more
transparency about the management and use of digital citizen identity information if they want their
citizens to support a Fair State or Service State perspective on fundamental informational changes in
citizen -~ government relationships.
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