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Introduction

Growth in the manufacture, military use, and transfer of unmanned aerial vehicles (UAVs or
drones) and their associated systems proceeds apace. UAVs were initially employed on an
intermittent basis for search and reconnaissance purposes, but it took the New York attacks of
September 11 2001 to galvanise their production, proliferation and weaponisation. Since then
the expansion of this technology has been remarkable. But so, too, has its accompanying
controversy, both aspects explored in this paper which tests a claim that the drone
phenomenon has become a lightning rod illuminating a range of hard legal, ethical and policy

differences.

Although expansive, the current UAV discourse amongst concerned interests has revealed
some conspicuous gaps. Absent are appraisals to adequately link key legal, foreign policy,
security, and domestic political considerations emerging from drone proliferation." A
composite perspective on the drone question is needed and that is the objective of this paper.
After further introduction, topic headings include utility which will embrace relevant security
and foreign policy concerns; legality; accountability; ethical considerations; scope for
possible controls; and summary conclusions. But to commence what are the primary contours

of drone development, and why has it evoked continuing controversy?
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Drone Proliferation: Substantial and Controversial

For military purposes, drone proliferation has been spurred by the advantages of mission
versatility, strike accuracy, and relative economic cost. So, too, is the absence of own force
casualties a major consideration. An ability to loiter for considerable periods adds to the
quantum, if not quality of intelligence gathering, reconnaissance utility, and target
identification functions. These weapons accelerate responsiveness: a drone fired missile can
travel faster than the speed of sound, striking a target within seconds ahead of earshot. Their
remotely controlled accuracy can reduce target area casualties; ostensibly a factor in the
Obama Administration’s enhanced use following the al-Majala cruise missile strikes in

Yemen of December 2009 which killed 55 people with the assistance of cluster munitions.?

Military drones perform credibly when undertaking the so-called ‘dull, dangerous and dirty’
tasks, for example routine surveillance functions, operations in high ground to air threat
locations, and monitoring areas suspected of contamination by unexploded ordinance or
landmines. And drone use can support deterrence objectives as in covering continued troop
withdrawal from combat theatres such as Afghanistan. Although their supporting personnel

requirements are extensive, these systems are relatively less expensive than manned aircraft.

Already substantial, the growth and international transfer of these systems is set to continue
climbing. Miniaturisation is moving ahead rapidly, including devices carried by field
rucksack, having a 10 kilometre range, fired from a mortar like tube, and operating to real
time hand-held control. The 2.5 kg Switchblade, for example, can not only identify targets,
but if necessary attack them through kamikaze-type strikes. What is purchased may offer dual
use potential through reconfiguration for military purposes. Expanding rapidly are sought-
after non-military functions embracing police intelligence, border surveillance, crop
evaluation, search and rescue, forest fire identification, disaster relief, road accident
monitoring, and law enforcement. And in a sign of the times, there is now drone use by the

paparazzi.

A United States General Accounting Office Report of 2012 indicated that, as of December
2011, at least 76 countries had acquired UAV technology and associated systems whether for
military, civil, or possible dual use.> A major production entity, the Teal Group, assessed
global UAV expenditure at U$6.6 billion as of 2012, a figure projected to double in the next

decade.” The United States’ long term intentions are evident with an unmanned aircraft
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systems flight plan extending to 2047.> On the drawing boards is enhanced autonomy -
drones capable of firing weapons based on algorithms should a human operator react too

slowly, or where functions are compromised by electronic jamming.

In 2012, the US Air force was training more unmanned systems operators than fighter and
bomber pilots combined. Given their relatively lower cost, UAV expansion is invigorated by
scheduled cuts to defence spending. Accordingly some of this capacity is hired out, as with
Australian, Canadian and German leases of Israeli made Heron systems. For one expert,
Douglas Barrie, any moderately serious air force of the future will want at least a medium-
level endurance drone equipped with reconnaissance and possibly weapons capability.®
Numerous countries are opting for tactical systems because they can more readily
accommodate available dual use technology.’

The two dominant international suppliers are Israel and the United States. Israel is the biggest
vendor of relevant technology, at times utilising subsidiaries in consumer markets. United
States/Israeli cooperation on UAV development features within Washington’s annual US$3
billion bilateral military assistance package. (This continues despite strains such as those seen
after 2003 when Israel upgraded the radar seeking Harpy killer drone system, containing
indigenous American technology, but then sold to China. After China tested this weapon
over the Taiwan Strait a year later, the Americans suspended a strategic dialogue and
technological agreement with Israel. That was resumed in 2005 on an understanding
permitting the US to block Israeli third party arms sales deemed inimical to American

security interests.)

While parallel Chinese activity has intensified, the United States dominates relevant research
and development, activity boosted by vigorous lobbying from the Association for Unmanned
Aerial Systems International which includes some of the leading American aerospace
companies. Since 2009 its conduit into the U.S. Congress House of Representatives has been
the so-called ‘drone caucus’; a companion Senate entity was established in 2012. Turkey,
South Africa, Singapore, and states in Western Europe are also developing indigenous

research, development, and production capacities.

As to controversy, most at public levels has arisen from claims that drone strikes have

indiscriminately caused civilian casualties disproportionate to desired military objectives.®
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Claimed accuracy of non-combatant casualties figures aside, there is no mistaking the gap
between those officially declared, and the numbers derived from a variety of independent
sources.” Whatever the true totals, civilian casualties sustained by drone strikes within target
locations have deepened local hostility against attackers and home governments alike. This
limits the scope to negotiate ceasefires and weakens the public support required to secure
enduring peace settlements. These obstacles are evident in Pakistan, Yemen, Afghanistan and
the Israeli occupied territories. Such local hostility feeds insurgent recruitment and degrades
access to reliable intelligence.

Public concern over military drone use has expanded through social media images and
blandishments. Compelling are contrasts between the modesty of destroyed tribal area
habitations, and the technical sophistication revealed by Predator or Reaper strike drones;
between those seen operating remote location operations in Washington or Nevada,
ostensibly targeting with ‘precision’, and those forlornly viewing the rubble of a destroyed
family compounds; between arguments justifying drone strikes as legitimate military action
in time of war, and those regarding it as assassination beyond the law. Of these, the most
widely noted is that distancing Killers from killed, remote operators removed from caution-

inducing conditions of battle and combat.*°

Regardless of position, few deny the public currency of these disjunctions. They are easily
grasped and readily exploitable for an aggravation of grievances. Such divisions propitiate
future polarisation by threatening to remain so, grist to the mill for insurgency networks
employing terror and keen to foster international media coverage of their grievances.** The
risk is real, therefore, of military drone technology acting as an insecurity multiplier — a form
of political oxygen galvanising insurgency. The manifestations of such hostility may be
diverse and unpredictable, but not its constancy. Without doubt, drone use hardens existing

prejudices.

Viewed more positively, controversies help illuminate contrasts of value, of ends, and of rule
formation and application. Over value when weighing the worth of a civilian life as against
perceived military necessity; about ends when testing the exploitation of an available
technical military advantage against the foreign policy goals of attaining a secure peace
within a conflict location; over rule formation and its application where established

international customary rules and treaties encounter idiosyncratic interpretations concerning
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compliance and implementation requirements. However employed, none of this debate is

distant from drone use.

Some of it sustains persisting questions of consequence: what are the limits of an open-ended
‘war on terror’, what is meant by ‘unlawful combatancy’; of justified ‘decapitation’; or
‘proportionality’ in the use of lethal force? At times masking unexamined assumptions, the
language employed warrants persistent interrogation. Should that task prove fruitless, then

questions emerge as to whose interests are served by such indeterminacy?

Utility: The Security Dimensions

Assessing the military utility of drone technology requires matching performance against
intended objectives. Warranting consideration is a five year period spanning 2008 to 2013
which witnessed enhanced drone use in Pakistan, Afghanistan, Yemen and the Israeli
occupied territories. At that period’s outset, what were the key military objectives entailed,
and to what extent had they been achieved five years later? Were net security benefits
discernible, or had enhanced military use acted as an insecurity multiplier in key target

locations?

Security objectives have necessarily differed according to location, but some commonalities
are evident. They include the elimination of insurgency leaderships of known willingness or
capacity to employ terror on a transnational basis; related aims of weakening insurgent
membership, organisational and recruitment capacity; and marginalisation of these entities in

the national and international politics of settings concerned.

First, what of targeted leadership elimination? Whether achieved by drone strikes or other
means, observers consider its security effectiveness as immediately conclusive but
subsequently mixed. Jordan considers decapitation effectual in some locations, while
counterproductive against larger, older, religious and separatist organisations.*?Johnston’s
investigation found decapitation contributing to counterinsurgency by reducing insurgent
attacks and levels of violence but, unsurprisingly, providing no ‘silver bullet’.** Counter-
insurgency expert Byman has viewed leadership elimination instrumental in removing
charismatic figures able to unify otherwise fissiparous movements.!* Afghanistan observer
Kate Clark has viewed targeted killings as potent, but only to the extent they are followed by

governance functions offering tangible benefits to local populations. If not, their impact is no
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better than neutral.™® Her observations extend to key locations in Pakistan where, like
Afghanistan, divided loyalties, failed governance, intrusions of external force, and localised

violence have been endemic.

However spectacular and immediately final, leadership eliminations are no substitute for the
lengthy, often frustrating tasks of familiarisation within settings that outsiders find initially
alien and incomprehensible. Doing so requires skills of language competency, and an
understanding of the histories, cultures and religions of previously subjugated societies.
Assumptions that these concerns have lesser importance have not arisen with drone
technology alone. It is rather public and official mind-sets in Israel and the United States that
deem the removal of terrorist leaderships of greater priority than remedying the grievances
that they exploit.

Badly in need of such remedies have been Pakistan’s troubled North and South Waziristan
tribal areas immediately adjacent to Afghanistan. They have witnessed trans-border insurgent
and criminal enterprises, such as the Taliban affiliated Haggani network. This has maintained
links with elements in Pakistan’s army-led Inter-Services Intelligence (ISI) directorate
although not as intimate as some suggest.'® Some drone leadership eliminations
notwithstanding, the Haggani network has sustained an active trans-border presence and
enough capacity to kill those suspected of supplying information for use in targeting drone
strikes. That depth of support was sufficient to have it designated a terrorist organisation by
the United States in September 2012. In some instances, the removal of unwanted tribal and
insurgent leaderships has been locally welcomed, though without preventing further intra-
tribal conflict conducted in the absence of basic governing functions. This is what occurred
within the Tehrik-e-Taliban after the August 2009 killing by CIA drone strike of prominent
leader Baitullah Mehsud.

Perusal of leadership elimination data for Pakistan, collected by The Long War Journal,
reveals a peak of activity between 2008 and 2011. These estimates give totals of 19 killed in
2008; 16 in 2009; 18 in 2010; 9 in 2011; and as of March 2013, two eliminations. Of that
total of 64, 42 could be identified as either military commanders or closely associated with
combat functions (bomb makers, suicide trainers, and shadow commanders), the remaining

22 fulfilling religious, financial, communications, and personal aide functions.*’
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In Yemen, a sharp rise of Al Qaeda leadership eliminations occurred in 2012 - a total of 42
compared to 10 in 2011 and four a year earlier. They included in 2011 high profile
eliminations that included Abu Ali al-Harithi, a commander in the al Qaeda affiliated Aden
Abyan Islamic Army, Fahd al-Qussa, Al Qaeda leader and suspect in the 2000 USS Cole
bombing, and the CIA elimination of the subsequently discussed US citizen Anwar al-
Awlaki.’® Evident in both Pakistan and Yemen by 2013 was the growing list of lower rung
eliminations loosely categorised as ‘militants’ or ‘foreign fighters’. While dabbling in
insurgency, the greatest motivation to violence by these people lies in exploiting unstable

conditions for localised control of economic gain.

Second, this leads to security objectives designed to degrade insurgent group resilience and
support. Again, results suggest partial effectiveness. They include precipitating constant
flight from possible attack which helps to dislocate group cohesion, and to weaken
opportunities to build support through forms of public assembly. Group cohesion is further
disrupted by the alienation and mistrust engendered when insurgent formations kill or capture
any suspected of receiving payment for supplying potential targeting information.*® However
these retaliations, such as those executed by the Pakistani Khorosan Mujahedin, also reduce
flows of reliable intelligence and an acquisition of potential target information gained by
drone electronic intercepts The result is a mosaic of target area information, but not one
providing a comprehensive picture of drone strike impacts upon insurgent group strength.
This applies in the Pakistan tribal areas, much of Afghanistan, southern Yemen, rural

Somalia, but less so in the Israeli occupied territories.

This situation has created a difficulty of substance. It concerns the criteria and justification
employed for elimination of lesser ranked insurgency memberships. Reliable on the ground
human intelligence lacking, the barrier of targeting certainty has been lowered. This has
allowed Washington to broaden its rules of engagement to embrace so-called ‘signature
strikes’, and where the observed behaviours and movements of potential targets obtained by
wiretaps, aerial surveillance, or local informants is deemed sufficient to permit lethal attack.
This includes those generalised as ‘militants’ or ‘foreign fighters’ (Uzbeks in Pakistan and
Afghanistan for example) considered distinct from known terrorist ‘personalities’, as well as
other assumed associates even where their actual identity is unknown. Covering military-aged
males occupying a strike zone, this nomenclature is used to justify killing individuals not

deliberately targeted. Conducting ‘signature’ strikes against ‘militants’ has aroused
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considerable unease, being now the Achilles heel of drone operations conducted by the
Central Intelligence Agency (CIA) and Joint Special Operations Command (JSOC) in Yemen
and Pakistan.

A further concern surrounds the consequences of post-strike splintering within and between
insurgent organisations. Hence while the Tehrik-i-Taliban Pakistan (TTP) insurgency was
weakened by drone strikes, its subsequent fracturing led to an increased recourse to
criminality. Closely linked to violence and instability, this reduced the net security benefit
throughout Pakistan’s troubled borderlands with Afghanistan. On the ground problems are
compounded by an absence of legitimised political representation; remarkably it was not until
1996 that residents in the Pakistan tribal areas gained the right to vote, women under local
pressure not to do so. Political alienation is compounded by fractured economic development,
vulnerability to opportunistic criminality, antiquated administration, and trans-border
mobility into and out of Afghanistan. Pakistan’s insecurity and poor governance interact
negatively - twin dilemmas deemed of ‘staggering’ proportions.?’ Resentment against central
authorities has refracted more widely, including mounting anger within the Shia community,
comprising 20 per cent of Pakistan’s 180 million, against a government considered either

unwilling or incapable of protecting them from a rising wave of sectarian killings.

In North Waziristan, insurgent leaderships issued edicts in 2012 banning polio vaccination
programmes on grounds of their use to gather intelligence and conduct drone strikes in the
tribal areas. Those concerned included the frequently drone targeted Hafiz Gul Bahadar, a
prominent North Waziristan Haqgani affiliate, and Mullah Nazir an influential South
Waziristan Taliban leader, subsequently killed in a January 2013 drone attack. Similar
obstructions have impeded civil society formations prepared to advocate non-sectarian
objectives such as overdue tax and land reform, non-violent dispute settlement, and female

education.

To be sure, drone strikes are not solely responsible for an absence or dislocation of authority
across Pakistan and Afghanistan. But their ripple effects are evident in settings where the
reach of extended families and clans is extensive, porous, and trans-territorial. Readily
informed by the loss of a known relative, this provides a fertile catchment for insurgent
recruitment. It builds resentment sufficient to deny higher-level cooperation with any
constituted authority known to maintain security links with the United States and its allies.
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While the Pakistani government has in instances publicly condemned drone attacks as illegal
violations of its sovereignty, in others it has acquiesced or supplied information used for
elimination of the insurgent leaderships to which it is opposed. Suspicions have been
confirmed that ruling military or political leaders have supported selective drone strikes

against tribal leaderships inimical to their interests.?

Rapid urbanisation, youthful demographics, poverty and unemployment also offer fertile
grounds for the propagation of insecurity in Pakistan. Radiating outwards, protracted
factionalism in the tribal areas degrades economic conditions and heightens incentives to gain
control of the criminal financing rife throughout Pakistan’s major cities. This involves
larceny, kidnapping, extortion, and smuggling. Karachi is considered an attractive hideout for
Al Qaeda and Taliban groups avoiding drone strikes, and where its size and assortment of
ethnic and linguistic groups facilitate clandestine operations that include attacks on the
established political parties. Perpetrators include anti-Shia formations such as the Hagqgani-
linked Lashkar-e-Jhangvi network which supported the Defence of Pakistan Council that,
ostensibly in retaliation against drone strikes, pressured the government in 2010 not to reopen
NATO primary supply routes out of Pakistan. A local scholar, Hussain Nadim, has asserted
that ‘drones will be useless if security forces are unable to stop a migration of militants into

22
urban centres.’

In Yemen, the tempo of drone strikes quickened after May 2011 when Al Qaeda and its
broader-based political affiliate, Ansar al-Sharia, gained control of a substantial segment of
the Yemeni south.” This risked further embroiling Washington within an essentially civil
conflict, further complicated by sectarian violence in the north of the country.? Tactics of the
now deposed Saleh leadership persist, including adept utilisation of the American fixation
with terrorism and Al Qaeda in the Arabian Peninsula (AQAP) to get financial assistance
then abused to buy off the regime’s supporting tribal sheiks. The greater is American
determination to eliminate known AQAP clites, the less attention devoted to the country’s
glaring economic, governance, employment and social needs. These afflictions persist,
notwithstanding improved resourcing of their needs following open letter demands to the US
government by Middle East experts, including former American Ambassador to the Yemen
Barbara Bodine.?® In some Washington policy quarters awareness is growing that economic

distress, not resentment over drone strikes is the primary driver of insurgency.
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Disputes over whether US drone strikes in Yemen provide fertile recruiting ground for the
AQAP are secondary to a bigger question. ®® This simply asks what they are attempting to
achieve into the longer term. For American Yemeni expert, Greg Johnsen, the United States
does not have a Yemeni policy so much as a counter-terrorism strategy operating in that
country.?” The dilemma persists of a Yemeni regime unable to remedy the long standing
historical and tribal divisions feeding the growth of AQAP influence. An undue reliance upon
drone strikes to reduce that influence is harming the regime’s credibility amongst its local

populace.

In other target settings, an accurate picture of drone strike impacts upon insurgent leaderships
and their organisations remains incomplete. The extent and impact of Israel’s employment of
drones is not public, including use in Somalia. However some documentation of their civilian
casualty toll has been published.?® Nor are indications forthcoming about whether drone
secured intelligence, acquired by NATO members, is weakening the insurgencies that are
fomenting conflict in Mali. By contrast most drone strikes in Afghanistan have been up front
military operations, determined by local commanders and subject to review by military
lawyers. Conducted largely in support of ground troop operations they increased sharply in
2012 compared to a year earlier.® Manned air attacks resulting in unacceptable civilian
casualties have aroused greater hostility from the Karzai government. Like Israel, it has been
willing to utilise drone use for target identification.

The United Nations Assistance Mission to Afghanistan, utilising US data, reported drone
strikes had increased from 294 in 2011, to 506 in 2012. This resulted in 16 civilian deaths in
the latter year.* That was seriously overshadowed by the estimated 2179 civilian deaths (81
per cent of the total) sustained at the hands of anti-government forces, many caused by
improvised explosive devices.*" Given this conflict’s propaganda war the statistic is
revealing, aggravated by an event witnessed in February 2010, when 23 local nationals were
killed by a drone-directed US helicopter air strike. ** The relatively lower number of
casualties inflicted by drone strikes is damaging because, unlike this conflict’s amorphous
anti-regime forces, it carries an identifiable source of blame. Drones thus sustain high profile
killings, while those resulting from improvised explosive devices are locally mourned but
collectively relegated to the debris of war. Afghanistan has no local Bureau of Investigative
Journalism actively publicising the indiscriminate killing conducted by its conflicting
factions.
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In sum, much of the debate regarding the security effectiveness of a now decade long military
drone campaign is unresolved. Without such evaluation a situation could prevail where, for
Kilcullen and Exum, ‘the use of drones displays every characteristic of a tactic — or, more
accurately, a piece of technology — substituting for a strategy’.*® This indicates a front-end
deficiency, prior evaluation lacking about how to accurately assess the impact of drone
strikes in reducing insurgency and insecurity. This is pertinent where counter-terror
operations, aimed at targeting known insurgent leaderships, sit awkwardly within a strategy
of counter-insurgency designed to wean populations away from such leaderships. It is even

more apposite where counter-insurgency is failing by supporting governments so weak as to

crumble without massive external assistance.>*

Leadership eliminations have been sustained to immediate effect but permitted successors to
continue exploiting local grievances by means of propaganda and insertion into international
security agendas. Insurgencies have been hobbled in some locations, but refracted and
regrouped elsewhere within unstable settings. Try as they might, drone strike strategies
cannot avoid their contribution to a kaleidoscopic destabilisation of the settings within which
they occur. Seemingly quick eliminations are revealed as no substitute for slow and tedious

policy measures delivering enhanced security.

Utility: The Foreign Policy Dimensions

This investigation of drone utility has assessed two components: leadership elimination
impacts, and intended damage to insurgent group cohesion. Both have achieved some desired
results; both have raised doubts about their contribution to longer-run strategic objectives.
The hard questions they raise are further complicated when a third, foreign relations
dimension enters the frame. Initially at least, a broadly similar pattern appears to apply. A
weakening of external capacity by non-state insurgencies is followed by dispersal,
splintering, and opportunistic exploitation of disorder. There comes a readiness to serve other
state-based foreign relations interests as perceived advantages emerge. Hence the Pakistani-
based Taliban have fomented disorder in Afghanistan as suits Islamabad’s concerns over

growing Indian influence in that country following allied forces withdrawals.
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What might seem an obvious and immediate need - the removal of a known insurgent
leadership - proves ineffectual once targeted groups begin stoking insurgent strategies
instrumental to key goals such as an entrenchment of Sharia law. This is playing away as it
were, into Iraq or Syria for example or, more distant, Mali and Nigeria. Seemingly decisive
blows of leadership elimination shatter unpredictably throughout a variety of audiences
among unstable environments. Jordan security expert Abu-Roman puts it simply: where there
is state chaos and collapse, Al Qaeda will be active.*> From another perspective there is
confirmation of Emile Simpson’s important thesis: the outcome of much conflict is now
guided less by body counts, than about how different outsiders ‘read’ what they want to from

such conflicts and respond accordingly.

The foreign policy implications of drone proliferation extend beyond immediate target area
insurgency locations. In the fraught politics of the Sino/Japanese maritime standoff over the
Senkaku islands, China has signalled planned drone surveillance of the disputed area by
2015.*" Doing so will not allay tensions with the United States as China ramps up production
of a Predator copy curiously named the Pterodactyl. Future American drone sales to Japan
stand to further complicate Tokyo’s testy relations with China. Unsettling as well are signs of
drone strike competition emerging between North and South Korea, both developing so-

called ‘kamikaze’ drones, and between India and Pakistan.

In Europe, bilateral disputes over the terms of national involvement in co-production
arrangements represent quieter, but real difficulties for NATO. Relations in the Middle East
are rendered difficult by Israel’s use of neighbouring Jordan’s airspace for drone intelligence
over flight purposes. Elsewhere in the region, Iran and Turkey have resented Israel’s US$1.6
billion arms deal with Azerbaijan that included drones, anti-aircraft and missile capabilities.
Concluded in February 2012, this agreement complemented existing political and economic
cooperation between Israel and the Aliyev regime. Like other arms transfers, the coinage of
drone transfers in the possible service of foreign policy objectives can prove double-sided.

Domestically governments are sensitive to public disquiet over drone strikes, and the
concerns of analysts and policy practitioners apprehensive about precedents set by targeted
killings.® Further apprehensions exist over the future shape of a seemingly open-ended global
war on terror, strains within important bilateral relationships, and public pressures on
governments anxious to maintain good relations with the United States. All have increased

with the intensification of drone warfare as a combat response to terrorism. Although
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America’s global war on terror has modified in rhetoric since September 11 2001, key policy
designations shaped by that event have remained essentially intact. While Washington’s
unilateralist proclivities may have diminished, this possibility harbours foreign relations
difficulties for any American administration seeking international support for its anti-
insurgency campaigns. In some capitals, eyebrows have been raised over President Obama’s
direct involvement in drone target selection, possibly his means of ensuring enhanced
collaboration between the CIA and the Pentagon. That continuous level of engagement is
unusual, rendering such high office vulnerable to critical external scrutiny in the event of
serious operational miscalculation. Meanwhile, interested outsiders stay tuned to the

selectively leaked exposure of Washington’s inter-agency drone policy contests.*

Although of disputed impact, retaliatory or so-called ‘blow back’ responses resulting from
drone strikes also raise concern among governments. The causalities entailed may be tenuous
but cannot go discounted. *° Somewhat opportunistically, Pakistan Foreign Minister Qureshi
claimed in May 2010 that an abortive New York Times Square bombing was a blow back
retaliation from US drone strikes targeting Taliban followers along the Pakistan/Afghan
border.* It is a valid question whether a ‘blow back’ response would be any less had a strike
been mounted by fighter ground attack off an aircraft carrier. Of deeper policy relevance,
however, are the more diffuse causal linkages. Hence when describing 'how the proliferation
of this technology will mark a major shift in the way wars are waged' US Arms Control
Association Director Kimball has warned ‘'we need to be very careful about who gets the
technology. It could come back to hurt us."”® Indeed John Brennan acknowledged as much,

saying that the US is 'establishing precedent that other nations may follow'.**

The drone strike strategy has exposed critical nerves in a range of bilateral relationships, most
evidently between Pakistan and the United States - ‘at every juncture’ according to a
Pakistani Ambassador to the US, Sherry Rehman.** The US would argue that its drone
attacks are justified as acts of collective self-defence for its ally Afghanistan, defence of that
country’s sovereignty part of an on-going armed conflict with well-organized armed groups
operating beyond its borders. A Pakistani view, contrary to American demands, would
maintain that its longer term interests following the scheduled withdrawal of foreign forces
from Afghanistan are not served by attacking militant affiliations, including the Afghani

Taliban or the feared Haggani network. In some form or another, goes Pakistani reasoning,
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these entities will require some form of selective political accommodation which is not to

deny their continuing capacity for destabilisation.

More obliquely Pakistan’s leaders, when claiming their country’s domestic radicalisation into
extreme violence is attributable to drone strikes, use this to bargain over cooperation with
Washington, the return being higher levels of economic assistance. A running sore in the
relationship is the fact that much of the resource provided by Washington for security
purposes through Coalition Support Funds, is unaudited, whether through lack of

transparency in the army, waste, corruption or mismanagement.*

The country’s national security is compromised by an unhealthy coexistence where
Pakistan’s secret agreements of selective cooperation with the United States are left open to
public denial by either side. This concerns other governments, uneasy about having host state
consent to drone strikes based on the shifting atmospherics of ‘wink and nudge’ signals
conveying selective approval. For them, and rightly so, this smacks of making up the rules
while travelling along. In the interests of unambiguous sovereignty, they have argued, host

state consent has either been granted or it has not.

Here Pakistan cannot avoid the responsibility to utilise formal means of protest over
sovereignty violations or recourse to possible international remedies.®® Like other drone
target entities, it has obligations to respect and protect the human rights of its citizens or other
nationals within its territory under a general prohibition of extrajudicial killing under
international law. Some see the ‘fervent anti-Americanism’ evident in Pakistan best reduced
by increased accountability of its government for civilian casualties and where, in the tribal

areas, compensation has been lacking following seriously misdirected strikes.*’

The trust gap dividing the United States and Pakistan will need to narrow for any peace
settlement to endure in Afghanistan. A lack of transparency surrounding covert CIA and
JSOC drone operations within Pakistan, whatever its security justifications, limits prospects
for stable foreign policy cooperation between Washington and Islamabad. As important is
resolution of a key difference identified: when, and on what terms will a negotiation occur

with groups holding enough power to indefinitely prolong an ever damaging stalemate?

CSS Discussion Paper 14/13 Page 16



When contrasting remotely controlled strikes with conventional military operations, former
White House adviser Brennan maintained that ‘large intrusive military deployments risk
playing into Al Qaeda’s strategy of trying to draw us into long costly wars that drain us
financially, inflame anti-American sentiment and inspire the next generation of terrorists.”*®
Unexamined, was the possibility that remotely conducted drone strikes risk similar
consequences, including hostility to unrelated forms of western intervention including

humanitarian assistance.*®

The line demarcating targeting killings from assassinations is another fine one whose breach
incurs reputational damage. Governments cooperating with the United States are exercised
over the negative domestic publicity emanating from what former Director of National
Intelligence, Dennis Blair, has characterised as an intense focus on drone strikes. Or more
bluntly by former CIA Director Leon Panetta as ‘the only game in town’ for disrupting Al
Qaeda leadership.® The disquiet identified extends to intelligence cooperation, worries
evident among British and European officials over possible legal liability emanating from
connection to an American drone campaign considered not just unpopular but illegal in their

home jurisdictions.

Retaining relevance is a 2008 Rand investigation about why terrorist groups cease their
activities. Evaluating 268 groups between 1968 and 2006, it found 43 per cent went out of
business following a political settlement with a host government; 40 per cent as a result of
effective policing and intelligence penetration; 10 per cent after they had achieved some form
of military victory; but only seven per cent through subjugation by military force.”* Even if
no more than partly correct, these figures do not comfort governments looking to build
relationships in the decade ahead with states currently sustaining drone strikes. Interests
include security of energy supplies, lessened sectarian tensions, reduction of illicit arms
flows, and support for multilateral processes fostering trade, development and human

security.

The Legal Debate

At times arcane, the legal debate over drone strikes has been intense; it has also been
necessary. Key differences include the actual boundaries of ‘self-defence’, ‘imminence’ of
perceived threat as justification for anticipatory military action, and the relative writ of
International Humanitarian Law (IHL) and International Human Rights Law (IHRL) in
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conflicts both internal and international. The importance of these rules notwithstanding, a
healthy regard to the limits of the law over contentious political and foreign policy issues is

nevertheless warranted. And what is legal may not always be wise.

IHL comprises a body of rules designed to limit the effects of armed conflict by protecting
those who are not combatants, or who have ceased to perform those functions. Nobody is
beyond the reach of these rules. These provisions interrelate: first, the civilian/military
distinction which is central to IHL offers protections to civilians so long as they are not
making a direct contribution to military operations. Second, is the proportionate use of force.
While in situ judgements will shape proportionality determinations, the bottom line insists
that it is unlawful to destroy people or objects unless that is demanded by military necessity.
This relates, thirdly, to the rule of precaution: a requirement to take all feasible measures in
the means and methods of attack so as to avoid, or at the least minimise incidental loss of
civilian life, injury to civilians and damage to civilian objects, including religious and cultural

sites.

This body of law embraces customary rules, treaty prohibitions against particular forms of
weaponry and, threaded through the four seminal, universally subscribed to Geneva
Conventions of 1949, a common article applicable in all forms of conflict, internal or
international. This includes prohibitions against violence to life and person, including murder,
torture and inhumane treatment; against hostage taking and outrages upon person dignity;
against summary justice and extra-legal execution conducted outside regularly constituted

courts, offering the judicial guarantees recognised as indispensable by civilised peoples.

International Human Rights Law (IHRL) is a set of international rules established by treaty or
custom affording people, by nature of their common humanity, a range of protections
including those prohibiting arbitrary deprivation of life and liberty. The main treaty sources
include twin International Covenants on Civil and Political Rights, and Economic, Social and
Cultural Rights (1966); Conventions outlawing genocide (1948), racial discrimination (1965),
torture (1984), and protections of the rights of the Child (1989). More recent treaties such as
the Rome Statute (1998) establishing the International Criminal Court include provisions
drawn from both IHL and IHRL. Of further relevance to the use of force are United Nations
human rights mechanisms performing monitoring and standard setting functions outside the

treaty sphere.
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Clarity obtains to the extent that, for situations not involving a conduct of hostilities, human
rights law assumes prior application. Here the grounds for use of lethal force are reasonably
consistent: IHRL requires states use force as a last resort to protect against immediate and
specific threats of death or serious physical injury. Furthermore, it requires that an
opportunity to surrender is offered prior to an employment of lethal force, something drones
obviously cannot provide. In instances of extreme national emergency, IHRL protections may
be waived but not indefinitely. Under the International Convention on Civil and Political

Rights (Article 4:2) such derogations cannot permit the arbitrary taking of human life.

Against this background why have drone strikes provoked legal controversy? First, they have
inflamed debate as to not just conduct in conflict (in bello considerations), but initial resort to
force in the first instance (the ad bellum factor). The latter has evolved to guide conduct
between states, although its invocation has struck difficulties once the use of force is
employed against non-state actors such as Al Qaeda acting in ways not attributable to any
particular state. Pertinent to drone strikes is whether invocation of ad bellum rules permits
states to unilaterally take forcible measures against non-state actors. Dusted down for
consideration, though no more than partly followed, remains Webster’s still pertinent 1837
Caroline case test justifying anticipatory pre-emptive action across borders and comprising
necessity, proportionality, and imminence of attack.®> Obviously some threshold
acknowledging proportionality is required, but when countering non-state actors its means of

legal identification and substantiation remain unsettled and contentious.

A second dispute has arisen over whether interpretations of ‘the battlefield’ as operational
construct, have widened to the extent that they trump IHRL provisions. In this instance,
targeted killing by drones is justified on grounds of so-called ‘imminence of threat’, and
impracticality of dealing with it by conventional law enforcement methods. However the
attempted justifications of drone strikes in this manner unsettles the extra-territorial
applicability of human rights treaties, the limits of ‘emergency’ criteria employed to justify a
derogation of human rights obligations, or the conditions under which human rights norms
bow to the prior, so-called lex specialis application of humanitarian law.>® These concerns

pre-date the arrival of drone strikes but, to reiterate, have been intensified by them.
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Accordingly observers note an uneasy no-man’s land between IHRL and IHL rules and
principles exposed by targeted drone strikes. Radsan and Murphy see controversy over
targeted killing stemming from its lack of fit with either IHRL or IHL.>* Schmitt identifies
uncertainty in the extra-territorial application of human rights rules, and whether
transnational terrorism, lacking specific connection to an on-going conflict, does in fact
constitute an ‘armed conflict’.>® Within the United States, the anti-terror campaign has
sustained sufficient political momentum to allow its office-holders the leeway to claim that
they remain engaged in an international conflict, thus justifying subordination of IHRL to the

law of armed conflict.

Unanswered is the question about why the IHRL route was not taken in Yemen? This goes
beyond American lack of confidence in the Yemeni government’s willingness, or capacity, to
conduct the policing and local surveillance needed to apprehend and prosecute known local
insurgent leaderships. If relevant human rights law is not applicable extraterritorially, and
should both the United States and Yemen smudge accountability or responsibility for drone
strikes, then a legal lacuna of some magnitude is soon apparent.”® The Yemen example
further highlights the need for a clear demarcation between insurgency facing the sanctions of

criminal law, and use of force authorised under the UN Charter.

However this leads to a third area of contention concerning the limits of UN Charter Article
51 provisions regarding use of lethal force in self-defence. Bethlehem has noted a ‘normative
drift’ towards ‘self-defence’ as it becomes a general purpose catch-all used to justify much
contemporary military activity.>” That includes not only conditions used to justify Article 51
invocation, but the scale and timing of ‘self-defence’ responses. Doubts exist about its
indefinite employment in response to discontinuous attacks, including failure to implement

Avrticle 51 requirements for immediate reporting to the UN Security Council.>®

Drone strikes have further challenged any emerging consensus as to what constitutes an overt
conduct of hostilities. This has developed from the definition given by the International
Criminal Tribunal for former Yugoslavia (ICTY) Appeals Chamber in its Tadi¢ Decision on
Jurisdiction which, in turn, helped shape Article 8(2)(f) of the Rome Statute. The ICTY ruling
held that an armed conflict exists whenever there is resort to armed force between states or
protracted armed violence between governmental authorities and organised armed groups, or
between such groups within a state.®® The Rome Statute article identified requires no
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territorial control by an insurgent group, an armed conflict existing between two armed
groups without territorial control, but providing that certain organisational and conflict
intensity thresholds are met. Accordingly this refers to ‘armed conflicts that take place in the
territory of a State when there is protracted armed conflict between governmental authorities

and organized armed groups or between such groups’.

Unsettled as well are demarcations distinguishing terrorism from criminality, the nature of
direct participation in hostilities, primary state responsibility for military action in disputed
borderlands, and the twilight status of those deemed neither civilians nor combatants but
‘militants’. (Here the news media has been criticised for its failure to more rigorously probe
what is meant by such twilight status.)®® Public controversy over UAV proliferation is further
fuelled by concerns that it heralds an inception of increasingly automated weapons systems,
incapable of making the distinction and proportionality humanitarian law judgements
required prior to military use. Accordingly the military use of drones is attracting but not
resolving contested human rights and humanitarian law treaty obligation requirements. It is

another example of the drone lightning rod function previously identified.

Where, then, does this leave us from a legal perspective? Some help has come from particular
rulings. For example the Israeli Supreme Court determined in its 2006 Targeted Killings case
that such actions could not be determined by customary international law prohibitions, being
subject to situational determinations. The Court nevertheless stipulated a requirement for well
based, convincing evidence of an individual’s terrorist activities, the killing of civilians
taking a direct part in hostilities prohibited where arrest and prosecution were employable.
Post-attack investigation required thorough and independent evaluation of target accuracy,
every effort made to minimise harm to civilians. Arrest and trial was considered ‘practical
under the conditions for belligerent occupation, in which the army controls the area in which
the operation takes place, and in which arrest, investigation and trial are at times realizable

possibilities.*®*

The ruling thus identified some concurrence of IHL and IHRL principles. While the court
rejected the notion of ‘unlawful combatancy’, the word ‘area’ was construed expansively to
include that beyond state boundaries. This avoided the question of whether Palestinians are
protected persons in territories effectively controlled by lIsrael, that conflict deemed an
international one. In the event, these findings did not materially alter Israeli military drone
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strike policy prior to, and since Operation Cast Lead within Gaza during December 2009 and
January 2010.°% (Strikes conducted in Gaza after 2006 had previously widened in use, at
times harnessed with dense inert metal explosive weapons. By 2009 Israel had also conducted
drone strikes into Sudan, action designed to disrupt the flow of Iranian sourced weaponry into
the Gaza Strip.)®

In April 2009, the Israeli military released results of an internal investigation which
concluded that its forces ‘operated in accordance with international law’ during Operation
Cast Lead and that ‘a very small number of unavoidable incidents’ occurred owing to
‘intelligence or operational errors’.®* Israel’s refusal to cooperate with the subsequent
Goldstone enquiry meant the number of Gazans killed went undisclosed, or how many of
them could be considered combatants.

Overall it has not been hard to assemble an official rationale claiming that, yes, some drone
strikes have occurred on grounds of questionable legal and institutional responsibility, and
that yes, civilian casualties have unfortunately resulted, but at least these responses are
preventing further terrorist outrages while shielding orderly force withdrawals from
associated theatres of conflict. Moreover the casualty count, it is argued, is no worse and may
well be less than that caused by air strikes (as in Kosovo 1999), cruise missile attacks, tank
fire and artillery use. That said drone strike use faces the inevitable, unavoidable policy
question confronting any form of military intervention about what is meant to follow in its

wake.

The Brennan Defence

In response to concerns immediately outlined, an active defence of the Obama
Administration’s drone policy was mounted in April 2012. The then White House homeland
security adviser, John Brennan, in a widely noted statement flatly claimed that nothing in
international law prevented such strikes. Since September 11 2001, he maintained, the United
States had been engaged in an international conflict with Al Qaeda and its associates, all
legitimate targets remaining within an ‘active’ or ‘hot’ battlefield.*® The targeting and killing
of terrorists beyond such a battlefield was done as a last resort when capture was not possible.
Pilots controlling drones, he claimed, had ‘unprecedented ability’ to minimise collateral
damage. The drone campaign would continue ‘at least when the country involved consents or

is unable or unwilling to take action against the threat.”®
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Domestic United States concerns over the approach articulated by Brennan had sharpened
following the extra-judicial killings of three of its citizens in Yemen in 2011. They included
the previously mentioned Anwar al-Awlaki, suspected of conspiring to commit international
terrorist acts, his 16-year old son Abdulrahman al-Awlaki, and Samir Kihan, a known
jihadist. The drone strikes involved were launched from a then secret base in Saudi Arabia, a
facility established under the direction of former CIA Saudi station chief, the same John
Brennan. Civil liberties interests claimed such Killings violated US Fifth Amendment
constitutionally guaranteed rights afforded any persons (not just US citizens) not to be
deprived of life without due process of law and, as well, obligations under the International

Convention on Civil and Political Rights which the United States has ratified.®’

Dispute continued about the standards utilised when deciding to employ lethal force against a
US citizen in a foreign country, and as identified by US Attorney General Holder in a March
2012 statement. This cited the necessity for military action against an imminent threat of
violent attack against the United States; non-feasibility of capture; and operations conducted
in a manner consistent with applicable IHL principles of distinction and proportionality.®®
This position was backed by an earlier, initially undisclosed US Department of Justice
Memorandum of 2010. Determining the nature of ‘imminence’ subsequently featured during
the publicised 2013 US Senate confirmation hearings for President Obama’s nominated Head

of the CIA, John Brennan.

Those hearings coincided with the release of a US Department of Justice ‘White Paper’
asserting that an ‘informed, high-level’ official may determine that a targeted American
‘recently’ involved in ‘activities’ posing a ‘threat of violent attack’ is deemed sufficient to
pose an ‘imminent’ threat.®® Not a formal judicial opinion, this memo expanded on the
approach adopted by the immediately previous Bush Administration, enunciated by its senior
official John Yoo claiming that the courts have no role in ruling on how the Executive
chooses to use force. Not surprisingly concerns arose over whether such discretion should
solidify as a new norm asserting a right to strike pre-emptively against anyone suspected of

planning attacks.

In the instances cited — Yemen, Israel, Pakistan and Afghanistan — fealty to IHL essentials
stands to deliver practical results for all parties in conflict. Violations of these rules, whether
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by drones strikes or improvised explosive devices, risks a degrading of the legitimacy of
sought objectives. Such violations weaken possibilities for needed cooperation between states
in fostering national criminalisation of terrorism, including the activities of its financiers.
Here numerous models and templates exist, notwithstanding some rights provision

inadequacies.”

Accountability

Contending positions have also been struck over due process and accountability, over resort
to force, and over the proportionality and distinction rules of IHL. Here, comprehensive and
objective public verification of all military drone activity is incomplete due to a lack of
independent international monitoring able to reliably assess the legality, civilian impact and
incidence of strikes. As well, some national security interests resist disclosure, fearing it will
restrict operational choice about who is killed, when, and where. In response to inadequate
disclosure, the United Nations established an investigation unit in October 2012 to inquire
into individual drone attacks, and other forms of targeted killing conducted in counter-

terrorism operations.’?

Deficiencies of public accountability by governments employing lethal force leave them
unable to discharge their international human rights and humanitarian law obligations. This
compromises international humanitarian, human rights, and criminal law demarcations of
function and responsibility. Failure to publicly disclose procedures for enforcing compliance
with applicable law makes it impossible to determine whether a government is compliant. For
Kramer: ‘Making public the procedures for target selection may be the most effective means
to confront human rights challenges to targeted killing. In particular, if the US wants to keep
the higher moral ground, it should afford the public the process of clear, systematic target
selection procedures to minimise the risk of targeting an unlawful target (i.e. a civilian), and

thereby invoking guilt for a war crime under the Rome Statute.””

Motivations for secrecy aside, it is evident that, in Spoerri’s words, ‘lack of objective
knowledge constitutes a great impediment for the assessment of the lawfulness of weapons or
their use in particular circumstances.’’* Such a lack creates analytical difficulties, although an
absence good faith treaty implementation reporting may, of itself, constitute a form of

negative evidence. However some clarification is possible when discerning how relevant
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human rights and due process considerations have applied within activities constituting this

form of armed conflict.

Retaining its significance in the United States is the 2001 Authorisation for the Use of
Military Force (AUMF) legislation.” Sweeping and open-ended, and endorsed by Congress
with virtual unanimity, this authorised the President to ‘use all necessary and appropriate
force’ in pursuit of those responsible for terrorist attacks. Following Israeli precedent, the
Bush Administration utilised the AUMF to employ lethal force in ‘anticipatory’ self-defence,
construed terrorism an act of war not a crime, enshrined the dubious status of ‘unlawful
enemy combatant’, and compromised the due process entitlements available under military

commission procedures.

In February 2012, Department of Defence General Counsel Johnson reaffirmed the bedrock
centrality of the AUMF for the military’s national legal authority. This included a prerogative
to kill targets ‘with a geographical limitation’ including ‘belligerents who happen to be US
citizens’ as well as ‘associated forces’ considered co-belligerents with Al Qaeda. Left unclear
was whether ‘associated forces’ included those who may have subsequently joined Al Qaeda
beyond the original September 2001 involvement stipulated under the AUMF.”® That
obscurity leaves open an indefinite prolongation of drone strikes, against a potentially
widening circle of targets no matter how tenuous their links to the execution or planning of
the September 2001 attacks. Concerns have been voiced that AUMF standards employed to
detain individuals are also extended to lethal targeting, including liability for criminal

prosecution, financing an organisation, or performing propaganda functions.’’

The wide-ranging authority conferred by the AUMF was utilised in 2009 for designation of
‘overseas contingency operations’ this a more anodyne, less provocative characterisation of
the war on terror.”® Regardless of any modification since the 2011 operation that killed
Osama bin Laden, the momentum demonising terror against the United States and its allies
has persisted. Its carry has helped curb public scrutiny of drone warfare conduct that, prior to
September 11 2001, would have been more searching - in particular, acts of extra-judicial

killing abroad.

Here a major shift has occurred from a decade earlier when Washington denounced Israel’s

use of targeted Killing against Palestinian terrorist suspects. In that event, American
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Ambassador to Israel, Martin Indyk, asserted that: ‘The United States government is very
clearly on record as against targeted assassinations ... They are extrajudicial killings, and we

do not support that.””

That mirrored former President Reagan’s Executive Order 12333
reaffirming a general prohibition that: ‘no person employed or acting on behalf of the United

States Government shall engage in, or conspire to engage in, assassination.’

If maintained, the executive discretion now entailed in targeted killing constitutes a precedent
of substantial constitutional and operational significance for the United States and its allies.
For Jack Goldsmith, former head of the US Justice Department’s Legal Counsel, such a
precedent ‘implies that the president can wage war with drones and all manner of offshore
missiles without having to bother with the War Powers Resolution’s time limits.”®® That view
was not unanimously supported with divisions evident among President Obama’s legal
advisers over whether American engagement in Libya constituted ‘hostilities’ of a nature

sufficient to require invocation of the War Powers Resolution.®*

Even more pointed criticism of defective operational accountability came from former UN
rapporteur on extrajudicial, summary or arbitrary executions Philip Alston. In a lengthy 2011
contribution, he claimed that CIA conduct of drone strikes lacked credible transparency or
accountability, neglect or intentional disregard of existing executive control mechanisms, and
deficient congressional and judicial oversight. The unprivileged status of CIA operatives
conducting drone strikes, moreover, undermined international legal distinctions demarcating
civilian and military personnel. Not fully trained in IHL, they were considered by this
commentary unlikely to take account of the proportionality and distinction constraints

required under its rules when conducting drone strikes.*

Similar shortcomings apply to drone operations conducted by the United States JSOC. Not
surprisingly voices have been increasingly raised for the US military to relieve the CIA of its
drone strike operations in Pakistan, ‘more a legacy of its long-time dominance [in] targeting
al Qaeda than a reflection of any special expertise in drone warfare.’® Here a disconnect has
emerged between the standard-rations professional military, trained in the law of armed
conflict, and the more generously resourced special forces operations less heedful of these
rules. Perceived inconsistencies are also contagious, evidence of violated distinction
encouraging insurgents to launch attacks from protected civilian sites, engage in the
perfidious use of religious clothing, and employ human shields.
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Lack of transparency further weakens incentives to accurately assess civilian losses, whether
by an attacking state or by one that is targeted. Failure to do so weaken victim identification
procedures required for compensation for non-combatant death or injury.®* Under conditions
not improved, Pakistan in 2010 saw ‘none of the warring parties - the US government,
Pakistani government and military forces, and militants - (with) a standard policy or
procedure for investigating allegations of civilian harm, apologising for mistakes or collateral
damage, or providing immediate assistance to families suffering losses.”® The Pakistani
government has some mechanisms to recognize and compensate civilian victims of conflict

for their losses, but faces serious charges of failed IHL compliance.®

International humanitarian field staffs operating in conflict locations, including Somalia and
the Khyber Agency of Pakistan, maintain that drone strikes have compromised their
neutrality among increasingly suspicious local populations.®” Humanitarian field operations
in Afghanistan using GPS coordinates, for example, encounter lack of cooperation from local
residents when attempting to access the information they require for their assistance

functions.

Beyond operations and reverting to higher levels, a US Congressional Research Service
report of 2011 revealed limited comprehension about the extent to which the executive has
complied with relevant legal provisions.?® Here Washington’s inter-agency differences over
drone strike policy have not assisted development of coherent executive accountability.® This
has been compounded by a refusal by the United States to clarify how or where it draws the
line between civilians and combatants, on what basis, or standards of proof followed when
doing so. Possibly convenient for immediate operational flexibility, such a la carte selectivity
of international rules determined by immediate military need and circumstances harbours

longer term foreign relations difficulties.

Those defending US drone strikes believe due process requirements need to balance ‘national
security against the risk of killing persons who are not lawful targets in an armed conflict or
under lawful self-defence.’®® However a ‘combination of high levels of secrecy, combined
with poor accountability, make it impossible to verify the extent to which applicable
international standards are respected in practice.” Although increasingly restive, civil

liberties interests gain limited coverage in the mainstream American discourse. A neither
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confirm nor deny policy by the CIA and JSOC regarding drone strike operations has
handicapped freedom of information inquiries about suspected rights violations. The JSOC is

not required by law to brief Congress on its clandestine operations.

These are problems that District Court Judge Colleen McMahon encountered, in January
2013, when ruling on a freedom of information case taken by the American Civil Liberties
Union and the New York Times against the US Department of Justice. The plaintiffs sought
release of a memorandum purporting to give legal justification for the previously mentioned
killing in Yemen of US citizen, Anwar al-Awlaki. The Judge complained she found herself in
‘a veritable Catch 22’ unable to find a way ‘around the thicket of laws and precedents that
effectively allow the Executive Branch of our Government to proclaim as perfectly lawful
certain actions that seem on their face incompatible with our Constitution and laws, while

. . . 92
keeping the reason for its conclusion a secret.’

Inadvertently perhaps, drone strikes have revived longer running concerns about the
constitutionality of executive conduct in American foreign relations. Beyond its borders, and
whether for immediate national self-defence or within an on-going campaign against
‘terrorism’, techniques used to ‘adapt’ international law so as to convenience targeted killing
IS gaining an assiduous readership in a variety of capitals. In Israel the courts have asserted
requirements of intra-executive accountability by independent review for targeted killings,
some incurred through drone strikes.”® However they have also acknowledged the limited
role of formal judicial processes, and recognised that civilian engagement in hostilities

includes planning and preparation as well as active participation.

Ethical Considerations

Combat operations of any magnitude require a persuasive ethical foundation to sustain public
support. That requires convincing claims about the necessity of the ends being sought and
their means of achievement. While it may not always apply, more often than not the war
fighting society adhering to ethical norms of public and professional accountability is the
most likely to prevail. With some exasperation, a retired US infantry commander of over
three decade’s experience, Paul Eaton, has insisted that ‘people are hung up on the word
“drone”. The real issue is: Who are you killing and what is the legal justification for doing

that?’®* His comment pinpoints ambivalence in western democracies: acceptance that
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technological military advances may reduce casualties resides uneasily over the targeted

killing of individuals.®

Public attitudes regarding the ethics of drone strikes matter. They affect the milieu within
which relevant foreign relations are conducted, and political outcomes influenced by drone
activity. Key concerns include an unacceptable level of civilian casualties, and lack of trust
towards official explanations derived from opaque accountability. Negative reaction to drone
strikes by Western publics not normally hostile to the United States has intensified.
Historically that derives from a now lengthening narrative originating with protest over the
indiscriminate use of air power during the Vietnam War, resentment over fabricated evidence
used to justify war against Iraq in 2003 and, more recently, public mobilisation against land

mines and cluster munitions.

A mid-2012 Pew Centre investigation released research findings that found substantial
opposition to drone strikes among American allies. While 62 per cent of Americans sampled
supported drone strikes, they were opposed by 59 per cent of German; 63 per cent French; 76

% More

per cent Spanish; 75 per cent Japanese; and 81 per cent Turkish opinion samples.
distinctive was the gender divide on the issue. Those approving U.S. drone strikes comprised
54 per cent male, but only 24 per cent female in Germany; corresponding figures comprising
57 per cent and 30 per cent (Britain); 32 per cent and 11 per cent (Japan); 46 per cent and 28
per cent (France); with 26 per cent and 12 per cent in Brazil. Standing in contrast were United

States figures indicating 74 per cent male and 51 per cent female support.”’

Opinion surveys of reliability have not been conducted within targeted states although what is
anecdotal cannot go ignored. Enough is known to indicate insurgent leaderships exploit drone
strikes casualties to reinforce beliefs among followers that Western conduct is one of
implacable hostility.”® These attitudes obstruct but need not prevent eventual conflict

settlement negotiations.

Moving from audiences to practitioners, a consistent ethics of professional conduct is needed.
At stake are standards of judgement accorded ad bellum criteria regarding resort to a use of
force. To the extent that it is militarily effective, drone use remains a tenable, casualty
reducing option, short circuiting troop deployment or aerial bombing campaign demands. Yet
such attractiveness, it is claimed, encourages deployments short of outright conflict, thereby
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eroding ad bellum constraints treating force as a last resort.”® That proviso alone does not
ensure professional conduct but retains sufficient legitimacy to restrict its abuse. It is
sustained through recourse to accurate, independently derived fact finding standards
applicable under international human rights law. Striking the right balance is rendered

problematic once covert operations are involved.

Counter claims arguing constraints do not apply in ‘combat’ locations outside a legally
discernible war zone risk slippage of professional military standards. When that occurs others
may follow. Observers ponder how the United States might react were China to despatch
killer drones into Kazakhstan, to hunt down Uighur Muslims that it has accused of plotting

terrorism. 1%

An ethics of professional conduct is further tested by information overload. More than
hindsight provides examples of the best analytical nuggets lying buried beneath a welter of
informational ‘stuff’. The previously cited 2010 drone attack that killed 23 Afghan citizens
saw operators miss crucial demographic data indicating the likelihood of children being
amongst those targeted.'®> Notwithstanding ever present tensions between national security
needs and due oversight, a balance between these requirements is both feasible and
necessary. However that is under challenge through growing concerns about the ethical
permissibility of allowing machines, such as robotic systems, to autonomously determine the
application of force. Relevant are warnings against about enhanced technology conferring

legal or ethical legitimacy.'%?

Other moral dilemmas emerge. Take for example the previously mentioned drone strike
killing of Mullah Nazir, a leader who issued an edict banning polio immunisation. Were his
removal to allow that programme to proceed, saving the lives of many children, what may we
conclude? A military response would regard that outcome a bonus, secondary to the security
objectives of weakening Al Qaeda’s Pakistani sanctuary. A human rights response would
emphasise the necessity of capture and criminal prosecution of a presumed outlaw, as
happened to Pakistani doctor Afridi now serving a 33 year prison sentence for supporting
Laskar-e-Islam a Khyber-based terror group. However it is weighed in the moral balance, any
justification for Nazir’s killing cannot avoid prior UN Charter requirements guiding
legitimate recourse to force, host-state sovereignty in use of that force, and domestic
willingness to apply the rule of law. From an ethical perspective, those rules alone do not
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represent adequate standards but, with evolving norms designed to curb the arbitrary use of

force, they help inform appropriate restrictions over drone use.

Scope for Controls?

Conditions permitting an institutionalisation of norms and rules constraining the proliferation
of drone technology are not auspicious. Yet this is a necessity that requires consideration, in
the first instance through an informed international policy debate about needed modalities.
Should proliferation by sale and transfer continue unabated, as is probable, then reductions of
military advantage following development of retaliatory technologies, including lasers, will
not be far behind. That will compound doubts about lack of defensive capability,
vulnerability to disruption, limited manoeuvrability, as well as rising costs once shortened

vehicle life is accounted for.

While uneven, a growth of mutual vulnerability to military drone strikes can strengthen arms
control incentives and value of agreements grounded in reciprocity. A potential incentive
exists with shared concerns over further development of low-flying, limited signature
‘suicide’ drones able to penetrate Patriot air defence systems — a form of poor man’s cruise

missile.1%

Even within uncontested airspace, drone resilience has proven suspect, a growing incidence
of crashes now occurring.*® This has occurred, for example, on the runway at Djibouti
airport, near Camp Lemonnier, a now substantial US military base devoted to counter-
terrorism. In early 2013, the United Kingdom Ministry of Defense reported that, for the
preceding five years, it had lost 447 of its military drones in Afghanistan and Irag. This was
due to technical faults, controller error, or undesirability of retrieval from hostile locations.'®
Most were small, hand-held Desert Hawk Type 3 systems used by the army. Despite these
losses, the UK Ministry of Defence has insisted Desert Hawk deployments provide
indispensable and flexible intelligence for ground forces operating in difficult terrain. Critics
observe that this rate of loss does not allay concerns about opening up civilian airspace to

unmanned drones. % Those worries include lack of UAV software certification.

The information superiority promised by UAV systems is only as good as the analytical and
inter-agency infrastructure established to handle its burgeoning profusion.'®” Obtaining local
intelligence of sufficient reliability for strike accuracy is a necessity acknowledged, but
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eroded by enhanced deployment and the convenience of remotely controlled operational and
targeting capacities. This is compounded by signature and so-called ‘double tap’ strikes,
where a target is attacked again to kill first responders who may have gathered for rescue or
funeral purposes, hardly activities comprising direct participation in hostilities.!® A

moratorium on strikes conducted by such means deserves favourable consideration.

In regard to proliferation, the scale of current global UAV production outstrips national and
international controls. Standards of national control over exports of military or dual-use UAV
technology, equipment, and support systems is at times opaque and of variable effectiveness.
International control measures operate by consensus, are voluntary, and capable of exception.
This is evident with both the Missile Technology Control Regime (MTCR) and the
Wassenaar Agreement now briefly considered.

Currently the MTCR operates a categorisation dividing longer range, heavier payload
weapons delivery systems from those of lighter, more restricted range. For the first category
there is a strong ‘presumption of denial’ — an assumption that MTCR members will not
export such systems, wider discretion allowed the second category. UAV export interests
have lobbied MTCR members to have the heavier systems included under the second, more
permissive MTCR category. And leading American UAV manufacturers have redesigned
existing platforms accordingly. This is designed to boost sales, such as those for the unarmed

Predator XP into already competitive Asian, Latin American and Middle Eastern markets.'%°

A problem identified over a decade ago persists and comprising MTCR equipment, software
and technology provisions that lag behind the quickening tempo of commercially available
flight and support management systems.*® These are capable of redeployment from manned
aircraft into UAVs. While the United States promotes the MTCR, its domestic agencies
encounter difficulties over domestic information sharing and end-use monitoring of drone
exports.* Were improved controls on such systems implemented through the MTCR, they
would apply to foreign exports alone, not their national acquisition. Of the 40 nations
indigenously producing UAVs today, only 22 are members of the MTCR, though some such
as Israel and Slovakia voluntarily adhere to its guidelines.

Under the Wassenaar agreement, key arms exporting states, including the United States,
Russia, South Africa and most EU states regularly exchange information over deliveries in
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eight conventional weapons categories, one including drones (category four, military aircraft
and UAVSs). The primary purpose is to enhance and retain transparency in national export
control regimes, including deliveries to those outside the arrangement. Under surveillance are
some, but not all dual use items commonly used in drones. The Agreement is voluntary and
lacks powers of legal enforcement; as of 2012 it comprised 41 member countries, absentees
including China and lIsrael, although since 2005 the latter has voluntarily adhered to the

agreement’s quasi regulatory, confidence building functions.

Incentives for tighter civilian UAV controls should strengthen given the near certainty that,
within the coming decade, accidents and collisions will occur - whether through remote pilot
error, mechanical breakdown, software malfunctions in the ‘brains’ of the aircraft, or failed
coordination with civilian-air traffic controllers. This could result in stronger rules and
enforcement measures for civil systems, military applications left virtually unrestrained.
However moratoriums could be agreed for application during ceasefires intended to facilitate
negotiated conflict settlements. One option may lie in an international convention for the sale
and use of drones, possibly emulating what exists with the existing Convention on Certain
Conventional Weapons and its provisions on incendiary devices and fragment-based

weapons.t*?

Drone strikes add to concerns about civilian casualties resulting from the use of high
explosive and fragmentation weapons detonated within concentrated habitations.™*®
Tragically illustrated by the Syrian war since 2011, and used in compacted urban
environments, this weaponry has seriously compromised application of IHL rules of
proportionality and distinction. No immediate prohibition in prospect, the employment of
such weaponry in concentrated settlements tests the conscience and self-respect of states
pledged to uphold and promote humanitarian law essentials. This could build upon concerns
that autonomous systems, unable to perform functions of distinction, and employing

indiscriminate and disproportionate use of force, smudge legal responsibility for war crimes.

As technology develops to further distance attackers from targets, pressure will grow for
workable international rules of restraint. That will necessitate anticipation of what is required
to restrict the proliferation of such weaponry.™** Military lawyers concerned about armed
robots operating autonomously, see removal of a distinct man ‘in the loop’, to whom

accountability is reliably identified, opening a serious space of legal and ethical
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Complexity.115 Some professional military want an unambiguous retention of man ‘in the
loop” prescriptions; others are keen to maximise the operational advantages flowing from this

rapidly developing technology now invigorated by generously funded research.

In response, the U.S. Department of Defence Directive on Autonomy in Weapon Systems of
November 2012 attempted to square this circle. Although not ruling out the development and
deployment of fully autonomous lethal weapons engaging human targets, ‘Persons who
authorize the use of, direct the use of, or operate autonomous and semi-autonomous weapon
systems must do so with appropriate care and in accordance with the law of war, applicable
treaties, weapon system safety rules, and applicable rules of engagemen‘c.’116 This does not
answer the question whether the perceived military advantages of increasingly sophisticated
UAYV technologies, stand to outweigh support for negotiated agreements designed to curb the

potentially untrammelled proliferation of such weaponry.**’

Whether by treaty or other means, this is weaponry that cannot now be ‘uninvented’. Could
so-called ‘soft law’ restraints operate to effect, rendering internationally disreputable
indiscriminate uses of this weaponry? A collation and international dissemination of the IHL
rules, unambiguously identifying the conditions under which a use of this weaponry is
proscribed, could warrant consideration. That is a project where civil society interests and
governments could collaborate to effect within democratic states such as New Zealand.

Conclusions

Controversy surrounding the continued expansion of drone technology and its military
applications will not abate. It cannot avoid immersion within a clash between an increasingly
sophisticated form of military technology and an ever elusive adversary. The purposes of the
former are needs-based, finite and instrumental; the constituency of the latter diverse,
unpredictable and largely disconnected from the fates of those targeted. Caught in the
crosshairs is the future of counter-insurgency strategies, conceived during the Cold War but

struggling to combat terrorism.

As current target areas undergo prolonged phases of political turmoil and possible territorial
realignment, the utility of covert drone strikes upon insurgent leaderships faces steady
decline. It will come through recognition that the undoubted weakening of Al Qaeda and

Taliban leaderships has come at the price of inflamed anti-western hostility, weakened
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authority of target state governments, and renewed recruitment to militant networks. These
conditions have given license to internal and cross-border criminality and violence, as well as
worsening sectarian conflict across the Middle East, South West Asia and North and Central
Africa. These outcomes were no more than marginally envisaged when drone weaponisation
began in 2004.

Drone surveillance and intelligence gathering functions will expand, some of them sea-based,
others primarily designed for domestic security purposes. Without adequate legal or
confidence building restraints and supports, these non-weaponised systems will generate
security and political difficulties within and between states. Militarised drones will gradually
find their level as war fighting tools suitable for some missions but not others. A realisation
already current will grow: namely, the weaponry itself is less the problem, than the policy
assumptions guiding its use with their combustible social and communal consequences. Here

covert operations could be judged more trouble than they are worth.

Pressures to place military use under stricter controls are intensifying. They will include calls
for transparency of legal justification, an end to covert, unaccountable use, and more rigorous
application of humanitarian law principles of distinction and proportionality. Unavoidable is
the dilemma of continued military use weakening overall strategic purpose. Still pertinent
remains Donald Rumsfeld’s frequently cited question of October 16 2003, namely that ‘today
we lack metrics to know if we are winning or losing the global war on terror. Are we
capturing, Killing or deterring and dissuading more terrorists every day than the madrassas

and the radical clerics are recruiting, training and deploying against us? 18

Justified military claims that drone technology comprises a major step change offering
reduced casualties, enhanced control of the battlefield, and greater operational flexibility
cannot be taken at face value in isolation. Such advantages are marginalised when
accompanied by strategic incoherence and failure to grapple with underlying causes of
grievance including poverty, unemployment and incompetent governance. Driving
recruitment to insurgency will be less fundamentalist zeal than hopes of less bad alternatives

providing some hope of essential community protection.

Although disputed, the tally of civilian casualties sustained by drone strikes cannot be
explained away as regrettable but necessary collateral damage. Open-ended 'signature’ and
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‘double tap’ strikes against loosely categorised 'militants' constitute a palpable violation of
humanitarian law. By the same token, those defending these policies can justifiably assert
that civilian drone casualties, numbering in thousands, are vastly outnumbered by the
hundreds of thousands of lives lost annually through the illicit and unregulated flow of small
arms and light weapons. Unlike drone strikes most of that killing goes unreported, illicit arms
trading interests preferring it remain that way. Either way, the case for rule bound conduct

across all forms of weaponry just identified remains compelling.

Governments will note the findings of an inquiry conducted by the UN Special Rapporteur on
Human Rights and Counter-Terrorism, launched in January 2013 and scheduled for
publication later that year. This was into the civilian impact of drones and other forms of
targeted killing. Its focus included applicable legal frameworks, factual evidence regarding
civilian casualties, and recommendations to the UN General Assembly about the duty of
States to conduct effective, independent, and impartial investigations into the lawfulness and

proportionality of attacks conducted by such means.

That report will comprise part of a lengthy process stretching into the years ahead. Such a
process will have to grapple with how best to reconcile the uses of this particular
technological innovation within existing, but as yet undetermined rules and restraints. The
incentives provided by reciprocated restraint will gain appeal but so will the perceived
advantages of national acquisition, sale, and military use of drone technologies. A balancing
of these demands is required, but that will not occur without a greater commitment by major
powers to multilateral processes of rule formation, legal compliance, and disarmament and

arms control.
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